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QUESTION 1

The kubeadm-created cluster\\'s Kubernetes API server was, for testing purposes, temporarily configured to allow
unauthenticated and unauthorized access granting the anonymous user duster-admin access.

You must complete this
task on the following

cluster/nodes:

Master Worker

Cluster
node node
KSCHOO ksch00101
ksch00101
101 -master
-worker1

You can switch the
cluster/configuration context

using the following command:

| candidate@cli] $ kubec
tl config use-context KS
CHeelel

Task

Reconfigure the cluster\\'s Kubernetes API server to ensure that only authenticated and authorized REST requests are
allowed.
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Use authorization mode Node,RBAC and admission controller NodeRestriction.

Cleaning up, remove the ClusterRoleBinding for user system:anonymous.

All kubectl configuration
contexts/files were also
configured to use the
unauthenticated and
unauthorized access. You don't
have to change that, but be
aware that kubectl's
configuration will stop working,
once you've completed securing

the cluster.

You can use the cluster’s
original kubectl

configuration file
/etc/kubernetes/admin.conf,
located on the cluster's master
node, to ensure that
authenticated and authorized
requests are still allowed.

A. See explanation below.
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B. PlaceHolder

Correct Answer: A

candidate@cli:~$ kubectl config use-context KSCH00101

C(
cli:~5 = k .
Permanently ac ¢ 0.2 ! (ECDSA) to the list of known hosts.

ams included with the system are free software;
distribution terms for each pr T are de “ibed in the

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

root@ksch00101-master:~# vim /etc/kubernetes/manifests/kube-apiserver.yaml l
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bl ion-plugin
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(Unauthori 1)

Runni
Running

STATL
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QUESTION 2

Context:

Cluster: prod

Master node: masterl

Worker node: workerl

You can switch the cluster/configuration context using the following command:
[desk@cli] $ kubectl config use-context prod

Task:

Analyse and edit the given Dockerfile (based on the ubuntu:18:04 image)
/home/cert_masters/Dockerfile fixing two instructions present in the file being prominent security/best-practice issues.
Analyse and edit the given manifest file

/home/cert_masters/mydeployment.yaml fixing two fields present in the file being prominent security/best-practice
issues.

Note: Don\\'t add or remove configuration settings; only modify the existing configuration settings, so that two
configuration settings each are no longer security/best-practice concerns.

Should you need an unprivileged user for any of the tasks, use user nobody with user id 65535

A. See the explanation below

B. PlaceHolder

Correct Answer: A

1. For Dockerfile: Fix the image version and user name in Dockerfile2. For mydeployment.yaml : Fix security contexts
Explanation[desk@cli] $ vim /home/cert_masters/Dockerfile FROM ubuntu:latest # Remove this FROM ubuntu:18.04 #

Add this USER root # Remove this USER nobody # Add this RUN apt get install -y Isof=4.72 wget=1.17.1 nginx=4.2
ENV ENVIRONMENT=testing USER root # Remove this USER nobody # Add this CMD ["'nginx -d"]

FROM ubuntu:latest # Remove this

FROM ubuntu:18.04 # Add this

USER root # Remove this

USER nobody # Add this

RUN apt get install -y 1lsof=4.72 wget=1.17.1 nginx=4.2

ENV ENVIRONMENT=testing
USER root # Remove this
USER nobody # Add this

CMD ["nginx

CKS PDF Dumps | CKS Exam Questions | CKS Braindumps 7/11


https://www.geekcert.com/cks.html
https://www.geekcert.com/cks.html
https://www.geekcert.com/cks.html

VCE & PDF https://lwww.geekcert.com/cks.html
2024 Latest geekcert CKS PDF and VCE dumps Download

GeekCert.com

Text

[desk@cli] $ vim /home/cert_masters/mydeployment.yaml
apiVersion: apps/vl
kind: Deployment
metadata:
creationTimestamp: null
labels:

app: kafka

name: kafka

spec:

replicas: 1

selector:

matchLabels:

app: kafka

strategy: {}

template:

metadata:
creationTimestamp: null
labels:

app: kafka

spec:

containers:

-image: bithami/kafka
name: kafka

volumeMounts:

name: kafka-vol
mountPath: /var/lib/kafka

securityContext:
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{"capabilities":{"add":["NET_ADMIN"],"drop":["all"[},"privileged":

True,"readOnlyRootFilesystem”: False, "runAsUser": 65535} # Delete This
{"capabilities":{"add":["NET_ADMIN"],"drop":["all"[},"privileged":

False,"readOnlyRootFilesystem": True, "runAsUser": 65535} # Add This resources: {}

volumes:

name: kafka-vol
emptyDir: {}
status: {}

Pictorial View:[desk@cli] $ vim /home/cert_masters/mydeployment.yaml

on apps/vl
ployment

val
var/1ib/kafka

QUESTION 3
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0101
1
/home /candide {SC500101/network-policy

{}
[1
$ vim /home/candidate/K 101/network icy.yaml

networking.k8s.io/vl
rkPolicy

1/network licy.yaml
101/netwc olicy.yaml

sting la

:~5 cat /home/candidate/FK 00101/network-policy.yaml

on: networking. io/vl
: NetworkPolicy
metadata:
name: "de

namespace:

work-policy.yaml

fic traffic to all pods in this name
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Create a RuntimeClass named gvisor-rc using the prepared runtime handler named runsc.
Create a Pods of image Nginx in the Namespace server to run on the gVisor runtime class
A. See the explanation below:

B. PlaceHolder

Correct Answer: A

Install the Runtime Class for gVisor

{ # Step 1: Install a RuntimeClass cat
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