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QUESTION 1

Which option is a shared responsibility between AWS and its customers under the AWS shared responsibility model? 

A. Configuration of Amazon EC2 instance operating systems 

B. Application file system server-side encryption 

C. Patch management 

D. Security of the physical infrastructure 

Correct Answer: C 

Shared Controls 

"AWS is responsible for patching and fixing flaws within the infrastructure, but customers are responsible for patching
their guest OS and applications." 

Reference: https://aws.amazon.com/compliance/shared-responsibility-model/ 

 

QUESTION 2

Which AWS service or feature captures information about the network traffic to and from an Amazon EC2 instance? 

A. VPC Reachability Analyzer 

B. Amazon Athena 

C. VPC Flow Logs 

D. AWS X-Ray 

Correct Answer: C 

The correct answer is C because VPC Flow Logs is an AWS service or feature that captures information about the
network traffic to and from an Amazon EC2 instance. VPC Flow Logs is a feature that enables customers to capture
information about the IP traffic going to and from network interfaces in their VPC. VPC Flow Logs can help customers to
monitor and troubleshoot connectivity issues, such as traffic not reaching an instance or traffic being rejected by a
security group. The other options are incorrect because they are not AWS services or features that capture information
about the network traffic to and from an Amazon EC2 instance. VPC Reachability Analyzer is an AWS service or feature
that enables customers to perform connectivity testing between resources in their VPC and identify configuration issues
that prevent connectivity. Amazon Athena is an AWS service that enables customers to query data stored in Amazon S3
using standard SQL. AWS X-Ray is an AWS service that enables customers to analyze and debug distributed
applications, such as those built using a microservices architecture. Reference: VPC Flow Logs 

 

QUESTION 3

A company is running multiple workloads in the AWS Cloud and recently began investigating ways to reduce costs. The
company is already running fault-tolerant workloads on Amazon EC2 that perform periodic checkpoints in case of an
outage. 
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Which AWS service or pricing model can provide the GREATEST cost savings? 

A. Capacity Reservations 

B. Amazon Lightsail 

C. Spot Instances 

D. Dedicated Hosts 

Correct Answer: C 

 

QUESTION 4

Which AWS service or tool gives users the ability to connect with AWS and deploy resources programmatically? 

A. Amazon QuickSight 

B. AWS PrivateLink 

C. AWS Direct Connect 

D. AWS SDKs 

Correct Answer: D 

 

QUESTION 5

Which of the following are benefits that a company receives when it moves an on-premises production workload to
AWS? (Select TWO.) 

A. AWS trains the company\\'s staff on the use of all the AWS services. 

B. AWS manages all security in the cloud. 

C. AWS offers free support from technical account managers (TAMs). 

D. AWS offers high availability. 

E. AWS provides economies of scale. 

Correct Answer: DE 

The correct answers are D and E because AWS offers high availability and AWS provides economies of scale are
benefits that a company receives when it moves an on-premises production workload to AWS. High availability means
that AWS has a global infrastructure that allows customers to deploy their applications and data across multiple regions
and availability zones. This increases the fault tolerance and resilience of their applications and reduces the impact of
failures. Economies of scale means that AWS can achieve lower variable costs than customers can get on their own.
This allows customers to pay only for the resources they use and scale up or down as needed. The other options are
incorrect because they are not benefits that a company receives when it moves an on- premises production workload to
AWS. AWS trains the company\\'s staff on the use of all the AWS services is not a benefit that a company receives
when it moves an on-premises production workload to AWS. AWS does provide various learning resources and training
courses for customers, but it does not train the company\\'s staff on the use of all the AWS services. AWS manages all
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security in the cloud is not a benefit that a company receives when it moves an on-premises production workload to
AWS. AWS is responsible for the security of the cloud, but the customer is responsible for the security in the cloud.
AWS offers free support from technical account managers (TAMs) is not a benefit that a company receives when it
moves an on-premises production workload to AWS. AWS does offer support from TAMs, but only for customers who
have the AWS Enterprise Support plan, which is not free. Reference: What is Cloud Computing?, [AWS Shared
Responsibility Model], [AWS Support Plans] 
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