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QUESTION 1

A company wants a customized assessment of its current on-premises environment. The company wants to understand
its projected running costs in the AWS Cloud. Which AWS service or tool will meet these requirements? 

A. AWS Trusted Advisor 

B. Amazon Inspector 

C. AWS Control Tower 

D. Migration Evaluator 

Correct Answer: D 

 

QUESTION 2

A company is undergoing a security audit. The audit includes security validation and compliance validation of the AWS
infrastructure and services that the company uses. The auditor needs to locate compliance-related information and must
download AWS security and compliance documents. These documents include the System and Organization Control
(SOC) reports. 

Which AWS service or group can provide these documents? 

A. AWS Abuse team 

B. AWS Artifact 

C. AWS Support 

D. AWS Config 

Correct Answer: B 

Explanation: ?Portal that provides customers with on-demand access to AWS compliance documentation and AWS
agreements ?Artifact Reports - Allows you to download AWS security and compliance documents from third-party
auditors, like AWS ISO certifications, Payment Card Industry (PCI), and System and Organization Control (SOC) reports
?Artifact Agreements - Allows you to review, accept, and track the status of AWS agreements such as the Business
Associate Addendum (BAA) or the Health Insurance Portability and Accountability Act (HIPAA) for an individual account
or in your organization ?Can be used to support internal audit or compliance 

 

QUESTION 3

A company wants to improve its security posture by reviewing user activity through API calls. Which AWS service will
meet this requirement? 

A. AWS WAF 

B. Amazon Detective 

C. Amazon CloudWatch 
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D. AWS CloudTrail 

Correct Answer: D 

 

QUESTION 4

Which AWS service can migrate data between AWS storage services? 

A. AWS DataSync 

B. AWS Direct Connect 

C. AWS Lake Formation 

D. Amazon S3 

Correct Answer: A 

 

QUESTION 5

A security engineer wants a single-tenant AWS solution to create, control, and manage their own cryptographic keys to
meet regulatory compliance requirements for data security. 

Which AWS service should the engineer use? 

A. AWS Key Management Service (AWS KMS) 

B. AWS Certificate Manager (ACM) 

C. AWS CloudHSM 

D. AWS Systems Manager 

Correct Answer: C 

The correct answer is C because AWS CloudHSM is an AWS service that enables the security engineer to meet the
requirements. AWS CloudHSM is a service that provides customers with dedicated hardware security modules (HSMs)
to create, control, and manage their own cryptographic keys in the AWS Cloud. AWS CloudHSM allows customers to
meet strict regulatory compliance requirements for data security, such as FIPS 140-2 Level 3, PCI-DSS, and HIPAA.
The other options are incorrect because they are not AWS services that enable the security engineer to meet the
requirements. AWS Key Management Service (AWS KMS) is a service that provides customers with a fully managed,
scalable, and integrated key management system to create and control encryption keys for AWS services and
applications. AWS KMS does not provide customers with single-tenant or dedicated HSMs. AWS Certificate Manager
(ACM) is a service that provides customers with a simple and secure way to provision, manage, and deploy public and
private Secure Sockets Layer/Transport Layer Security (SSL/TLS) certificates for use with AWS services and internal
connected resources. ACM does not provide customers with HSMs or cryptographic keys. AWS Systems Manager is a
service that provides customers with a unified user interface to view operational data from multiple AWS services and
automate operational tasks across their AWS resources. AWS Systems Manager does not provide customers with
HSMs or cryptographic keys. Reference: AWS CloudHSM FAQs 
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