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QUESTION 1

A company wants to migrate its application to AWS. The company wants to replace upfront expenses with variable
payment that is based on usage. 

What should the company do to meet these requirements? 

A. Use pay-as-you-go pricing. 

B. Purchase Reserved Instances. 

C. Pay less by using more. 

D. Rightsize instances. 

Correct Answer: A 

Pay-as-you-go pricing is one of the main benefits of AWS. With pay-as-you- go pricing, you pay only for what you use,
when you use it. There are no long-term contracts, termination fees, or complex licensing. You replace upfront
expenses with lower variable costs and pay only for the resources you consume. 

 

QUESTION 2

Which tasks are the responsibility of AWS, according to the AWS shared responsibility model? (Select TWO.) 

A. Patch AWS network devices. 

B. Set user password rules. 

C. Provide physical security for compute resources. 

D. Configure security groups. 

E. Patch the operating system of an Amazon EC2 instance. 

Correct Answer: AC 

The correct answers are A and C because patching AWS network devices and providing physical security for compute
resources are tasks that are the responsibility of AWS, according to the AWS shared responsibility model. The AWS
shared responsibility model is a framework that defines the division of responsibilities between AWS and the customer
for security and compliance. AWS is responsible for the security of the cloud, which includes the global infrastructure,
such as the regions, availability zones, and edge locations; the hardware, software, networking, and facilities that run
the AWS services; and the virtualization layer that separates the customer instances and storage. The customer is
responsible for the security in the cloud, which includes the customer data, the guest operating systems, the
applications, the identity and access management, the firewall configuration, and the encryption. The other options are
incorrect because they are tasks that are the responsibility of the customer, according to the AWS shared responsibility
model. Setting user password rules, configuring security groups, and patching the operating system of an Amazon EC2
instance are all tasks that the customer has to perform to secure their AWS environment. Reference: AWS Shared
Responsibility Model 

 

QUESTION 3
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Which AWS service provides encryption at rest for Amazon RDS and for Amazon Elastic Block Store (Amazon EBS)
volumes? 

A. AWS Lambda 

B. AWS Key Management Service (AWS KMS) 

C. AWSWAF 

D. Amazon Rekognition 

Correct Answer: B 

AWS Key Management Service (AWS KMS) is a managed service that enables you to easily encrypt your data. AWS
KMS provides you with centralized control of the encryption keys used to protect your data. You can use AWS KMS to
encrypt data in Amazon RDS and Amazon EBS volumes12 

 

QUESTION 4

A company has a test AWS environment. A company is planning on testing an application within AWS. The application
testing can be interrupted and does not need to run continuously. Which Amazon EC2 purchasing option will meet these
requirements MOST cost-effectively? 

A. On-Demand Instances 

B. Dedicated Instances 

C. Spot Instances 

D. Reserved Instances 

Correct Answer: C 

Spot Instances are a good fit for stateless, fault-tolerant workloads that can be interrupted without any impact on the
overall job. 

 

QUESTION 5

Which AWS service offers a global content delivery network (CDN) that helps companies securely deliver websites,
videos, applications, and APIs at high speeds with low latency? 

A. Amazon EC2 

B. Amazon CloudFront 

C. Amazon CloudWatch 

D. AWS CloudFormation 

Correct Answer: B 

Amazon CloudFront is the AWS service that offers a global content delivery network (CDN) that helps companies
securely deliver websites, videos, applications, and APIs at high speeds with low latency. Amazon CloudFront is a web
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service that speeds up distribution of static and dynamic web content, such as HTML, CSS, JavaScript, and image files,
to users. Amazon CloudFront uses a global network of edge locations, located near users\\' geographic locations, to
cache and serve content with high availability and performance. Amazon CloudFront also provides features such as
AWS Shield for DDoS protection, AWS Certificate Manager for SSL/TLS encryption, AWS WAF for web application
firewall, and AWS Lambda@Edge for customizing content delivery with serverless code. Amazon EC2, Amazon
CloudWatch, and AWS CloudFormation are not services that offer a global CDN. Amazon EC2 is a service that provides
scalable compute capacity in the cloud. Amazon CloudWatch is a service that provides monitoring and observability for
AWS resources and applications. AWS CloudFormation is a service that provides a common language to model and
provision AWS resources and their dependencies. 
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