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QUESTION 1

What load balancer type is supported with Cloud Armor security policies?

A. SSL Proxy, HTTP(S) and SSL

B. HTTP(S) and SSL

C. Regional SSL

D. HTTP(S) Only

Correct Answer: D

Google Cloud Armor security policies protect your application by providing Layer 7 filtering and by scrubbing incoming
requests for common web attacks or other Layer 7 attributes to potentially block traffic before it reaches your load
balanced backend services or backend buckets. Each security policy is made up of a set of rules that filter traffic based
on conditions such as an incoming request\\'s IP address, IP range, region code, or request headers. -> Google Cloud
Armor security policies are available only for backend services behind an external HTTP(S) load balancer. The load
balancer can be in Premium Tier or Standard Tier. -> Google Cloud Armor security policies and IP DENY lists and

ALLOW lists are available only for HTTP(S) load balancing. Reference link-https://cloud.google.com/armor/docs/security-
policy-overview

QUESTION 2

An organization wants to use BigQuery data analytics to understand their website performance, but wants to move only
some data into the cloud. Which environment should the organization use?

A. Private cloud

B. On-premises

C. Multi-cloud

D. Hybrid cloud

Correct Answer: D

The assumption should be made that there is still a private network involved. Hybrid clouds always include a private

cloud and are typically managed as one entity. Multi-clouds always include more than one public cloud service, which
often perform different functions.

QUESTION 3

An organization\\'s developers are growing increasingly frustrated by the limitations of their on-premises infrastructure.
How would they benefit from leveraging cloud technology?

A. They can expect 100% service availability.

B. They can avoid the limitations of serverless computing.
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C. They can have new tools to innovate and optimize resource usage.
D. They can optimize maintenance for their on-premises infrastructure.
Correct Answer: C

Google cloud have vast majority of products/tools that you can use to innovate. Additionally, there are products in
google that scale automatically based from usage (Ex. App Engine, Cloud Run, etc.)

QUESTION 4

Your large and frequently changing organization\\'s user information is stored in an on-premises LDAP database. The
database includes user passwords and group and organization membership. How should your organization provision
Google accounts and groups to access Google Cloud resources?

A. Replicate the LDAP infrastructure on Compute Engine

B. Use the Firebase Authentication REST API to create users

C. Use Google Cloud Directory Sync to create users

D. Use the Identity Platform REST API to create users

Correct Answer: C

You can run a single instance of Google Cloud Directory Sync to synchronize user accounts and groups to Google
Cloud.

Reference:
https://cloud.google.com/architecture/identity/federating-gcp-with-active-directory-introduction

https://support.google.com/a/answer/106368?hl=en

QUESTION 5

How does switching from on-premises to the cloud help organizations gain value over time?
A. They can focus their efforts on solution development

B. They can relax their on-premises data security protocols

C. They can expand their internal application hosting infrastructure

D. They can increase development of data recovery systems

Correct Answer: A
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