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QUESTION 1

A company is developing its first mobile application, which will be distributed via the official application stores of the two
major mobile platforms.

Which of the following is a prerequisite to making the applications available in the application stores?
A. Distribute user certificates.

B. Deploy machine/computer certificates.

C. Obtain a code-signing certificate.

D. Implement a CRL.

Correct Answer: B

QUESTION 2

Datacenter access is controlled with proximity badges that record all entries and exits from the datacenter.

The access records are used to identify which staff members accessed the data center in the event of equipment theft.
Which of the following MUST be prevented in order for this policy to be effective?

A. Password reuse

B. Phishing

C. Social engineering

D. Tailgating

Correct Answer: D

QUESTION 3

A university wants to increase the security posture of its network by implementing vulnerability scans of both centrally
managed and student/employee laptops. The solution should be able to scale, provide minimum false positives and high
accuracy of results, and be centrally managed through an enterprise console. Which of the following scanning
topologies is BEST suited for this environment?

A. A passive scanning engine located at the core of the network infrastructure

B. A combination of cloud-based and server-based scanning engines

C. A combination of server-based and agent-based scanning engines

D. An active scanning engine installed on the enterprise console

Correct Answer: D
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QUESTION 4

A nuclear facility manager determined the need to monitor utilization of water within the facility. A startup company just
announced a state-of-the-art solution to address the need for integrating the business and ICS network. The solution
requires a very small agent to be installed on the ICS equipment. Which of the following is the MOST important security
control for the manager to invest in to protect the facility?

A. Run a penetration test on the installed agent.

B. Require that the solution provider make the agent source code available for analysis.

C. Require through guides for administrator and users.

D. Install the agent for a week on a test system and monitor the activities.

Correct Answer: D

QUESTION 5

A system is experiencing noticeably slow response times, and users are being locked out frequently. An analyst asked
for the system security plan and found the system comprises two servers: an application server in the DMZ and a
database server inside the trusted domain. Which of the following should be performed NEXT to investigate the
availability issue?

A. Review the firewall logs.

B. Review syslogs from critical servers.

C. Perform fuzzing.

D. Install a WAF in front of the application server.

Correct Answer: C
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