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QUESTION 1

Given the following code:

<SCRIPT type="text/javascript”>

var adr = “../evil.php?breadmonster=" +escape{document.cockie};
var query = “SELECT * FROM usgtrs WHERE name='"sm-_th’:

</SCRIPT>

Which of the following types of attacks is occurring?
A. MITM

B. Session hijacking

C. XSS

D. Privilege escalation

E. SQL injection

Correct Answer: E

QUESTION 2

A cybersecurity analyst has identified a new mission-essential function that utilizes a public cloud-based system. The
analyst needs to classify the information processed by the system with respect to CIA. Which of the following should
provide the CIA classification for the information?

A. The cloud provider

B. The data owner

C. The cybersecurity analyst

D. The system administrator

Correct Answer: B

QUESTION 3

In order to leverage the power of data correlation within Nessus, a cybersecurity analyst needs to write an SQL
statement that will provide how long a vulnerability has been present on the network.

Given the following output table:
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ScanDate IP Port PluginID
2015-06-01 192.168.1.224 System (3306/tcp) 1000
2015-09-01 192.168.1.224 System (3306/tcp) 1000
2016-01-01 192.168.1.224 System (3306/tcp) 1000

Which of the following SQL statements would provide the resulted output needed for this correlation?
A. SELECT Port, ScanDate, IP, Plugin FROM MyResults WHERE PluginID="1000\\

B. SELECT ScanDate, IP, Port, Plugin FROM MyResults WHERE PluginIiD="1000\\

C. SELECT IP, PORT, Plugln, ScanDate FROM MyResults SET PluginID="1000\\'

D. SELECT ScanDate, IP, Port, Plugin SET MyResults WHERE PluginiD="1000\\'

Correct Answer: B

QUESTION 4

A business-critical application is unable to support the requirements in the current password policy because it does not
allow the use of special characters. Management does not want to accept the risk of a possible security incident due to
weak password standards. Which of the following is an appropriate means to limit the risks related to the application?
A. A compensating control

B. Altering the password policy

C. Creating new account management procedures

D. Encrypting authentication traffic

Correct Answer: D

QUESTION 5

A network technician is concerned that an attacker is attempting to penetrate the network, and wants to set a rule on the
firewall to prevent the attacker from learning which IP addresses are valid on the network. Which of the following
protocols needs to be denied?

A.TCP

B. SMTP

C.ICMP

D. ARP

Correct Answer: C
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