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QUESTION 1

A recent vulnerability scan found four vulnerabilities on an organization\\'s public Internet-facing IP addresses.
Prioritizing in order to reduce the risk of a breach to the organization, which of the following should be remediated
FIRST?

A. A cipher that is known to be cryptographically weak.

B. A website using a self-signed SSL certificate.

C. A buffer overflow that allows remote code execution.

D. An HTTP response that reveals an internal IP address.

Correct Answer: C

QUESTION 2

A security analyst is creating ACLs on a perimeter firewall that will deny inbound packets that are from internal
addresses, reversed external addresses, and multicast addresses. Which of the following is the analyst attempting to
prevent?

A. Broadcast storms

B. Spoofing attacks

C. DDoS attacks

D. Man-in-the-middle attacks

Correct Answer: B

QUESTION 3

Which of the following is a vulnerability that is specific to hypervisors?
A. DDoS

B. VLAN hopping

C. Weak encryption

D. WMescape

Correct Answer: D

QUESTION 4

A company invested ten percent of its entire annual budget in security technologies. The Chief Information Officer (CIO)
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is convinced that, without this investment, the company will risk being the next victim of the same cyber attack its
competitor experienced three months ago. However, despite this investment, users are sharing their usernames and
passwords with their coworkers to get their jobs done. Which of the following will eliminate the risk introduced by this
practice?

A. Invest in and implement a solution to ensure non-repudiation

B. Force a daily password change

C. Send an email asking users not to share their credentials

D. Run a report on all users sharing their credentials and alert their managers of further actions

Correct Answer: C

QUESTION 5

A cybersecurity analyst has identified a new mission-essential function that utilizes a public cloud-based system. The
analyst needs to classify the information processed by the system with respect to CIA. Which of the following should
provide the CIA classification for the information?

A. The cloud provider

B. The data owner

C. The cybersecurity analyst

D. The system administrator

Correct Answer: B
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