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QUESTION 1

A security analyst received an email with the following key:
Xj3XJ3LLc

A second security analyst received an email with following key:
3XJ3xjcLLC

The security manager has informed the two analysts that the email they received is a key that allows access to the
company\\'s financial segment for maintenance. This is an example of:

A. dual control

B. private key encryption
C. separation of duties

D. public key encryption

E. two-factor authentication

Correct Answer: A

QUESTION 2

As part of an upcoming engagement for a client, an analyst is configuring a penetration testing application to ensure the
scan complies with information defined in the SOW. Which of the following types of information should be considered
based on information traditionally found in the SOW? (Select two.)

A. Timing of the scan

B. Contents of the executive summary report

C. Excluded hosts

D. Maintenance windows

E. IPS configuration

F. Incident response policies

Correct Answer: AC

QUESTION 3
An organization is conducting penetration testing to identify possible network vulnerabilities. The penetration tester has

already identified active hosts in the network and is now scanning individual hosts to determine if any are running a web
server. The output from the latest scan is shown below:
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Starzing Nmap 4.67 {(http://nmap.org) at 2011-11-03 18:3Z EDT
Interesting ports on host 192.168.1.13:

PORT STATE SERVICE
80/tcp open http

Service detection performed:
Nmap done: 1 IP address (1 host up) scanned in 0.822 seconds

Which of the following commands would have generated the output above?
A.?map ?V 192.168.1.13 ? 80

B.?map ?P 192.168.1.0/24 ? ALL

C.?map ?V 192.168.1.1 ? 80

D.?map ?P 192.168.1.13 ? ALL

Correct Answer: A

QUESTION 4

Which of the following is a vulnerability that is specific to hypervisors?
A. DDoS

B. VLAN hopping

C. Weak encryption

D. WMescape

Correct Answer: D

QUESTION 5

A threat intelligence feed has posted an alert stating there is a critical vulnerability in the kernel. Unfortunately, the
company\\'s asset inventory is not current. Which of the following techniques would a cybersecurity analyst perform to
find all affected servers within an organization?

A. A manual log review from data sent to syslog

B. An OS fingerprinting scan across all hosts

C. A packet capture of data traversing the server network

D. A service discovery scan on the network
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Correct Answer: B
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