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QUESTION 1

An administrator is tasked with encrypting all Personally Identifiable Information (PII) within a cloud-based database.
Which of the following types of encryption will ensure that ONLY this type of information is encrypted while the rest of
the database remains unencrypted? 

A. File and folder encryption 

B. Transport encryption 

C. Hard drive encryption 

D. Table encryption 

Correct Answer: D 

 

QUESTION 2

A CSA needs to migrate 200TB of on-premises SAN data to a private cloud located in the same region. Which of the
following should the CSA analyze? (Choose two.) 

A. VPN restrictions 

B. DNS settings 

C. Network bandwidth 

D. SSO settings 

E. Maintenance windows 

F. Legal restrictions 

Correct Answer: CE 

 

QUESTION 3

A technician needs to configure a virtual NIC on a Class A IP address network. Which of the following is the default
subnet mask for this network? 

A. /8 

B. /16 

C. /24 

D. /28 

Correct Answer: A 

https://www.pantz.org/software/tcpip/subnetchart.html 
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QUESTION 4

The system administrator created a file sharing service to the cloud for easier access for those working remotely. Which
of the following tests should be performed to determine if services can be compromised? 

A. Test storage 

B. Test latency 

C. Vulnerability assessment 

D. Penetration testing 

Correct Answer: D 

 

QUESTION 5

A cloud administrator is given a requirement to maintain a copy of all system logs for seven years. All servers are
deployed in a public cloud provider\\'s environment. Which of the following is the MOST cost-efficient solution for
retaining these logs? 

A. Create a long-term storage repository at the cloud provider. Have all logs copied to the cloud storage device. 

B. Schedule a nightly job on each server to archive all logs. Copy them to a compressed drive on the server. 

C. Configure SMTP services on each server and schedule a nightly job to email the logs to the cloud administrator
team\\'s email account. 

D. Configure a nightly job on each server to copy all logs to a single server. Schedule a job on the server to archive
those logs into a compressed drive. 

Correct Answer: B 
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