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QUESTION 1

A manufacturing company\\'s current security policy mandates PII is not stored in the SaaS solution. Which of the
following configuration controls should be used to block sensitive information from being stored in the SaaS solution? 

A. Implement file-level encryption. 

B. Implement a network ACL. 

C. Implement an IPS. 

D. Implement content filtering. 

Correct Answer: B 

 

QUESTION 2

A cloud engineer received a support call indicating web apps running on an IaaS server are unavailable. The engineer
took the following trouble-shooting steps: 

- Hypothesized the server outage is considered to be the cause of the problem. 

-Performed rollback of applied patches. 

-Ensured all web apps are running correctly. 

-Documented the incident. 

Which of the following troubleshooting methodology steps did the cloud engineer overlook? 

A. Establish the theory of probable cause. 

B. Establish a plan of action and implement the solution. 

C. Test the theory to determine the cause. 

D. Verify system functionality. 

Correct Answer: C 

 

QUESTION 3

A CSA needs to apply new OS security patches to the application cluster server farm in a public cloud provider. The
CSA wants to ensure the security patch and configuration are consistent for all members of the server farm. Which of
the following deployment practices is the BEST approach to do this? 

A. Update and validate the runbook procedures prior to the patch rollout. 

B. Leverage the infrastructure as code and replace each server farm member. 

C. Configure and patch each server individually and take an OS differential backup. 
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D. Snapshot all existing server farm members before installing the patch. 

Correct Answer: D 

 

QUESTION 4

A company is experiencing latency problems connecting to the cloud. Which of the following should an administrator
check FIRST? 

A. Router ARP tables 

B. Broadcast traffic 

C. Bandwidth utilization 

D. Subnetting 

Correct Answer: A 

 

QUESTION 5

A company is migrating a website to a CSP to improve availability and performance. After testing the application, the
systems engineer realizes the website stores the session state in a database system. Which of the following is the
BEST way to ensure a successful migration? 

A. Configure the new website to use the database system. 

B. Migrate to a DBaaS and keep the session state. 

C. Implement a new database system to store the session state. 

D. Deploy a load balancer to store the session state. 

Correct Answer: A 
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