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QUESTION 1

The requirements for a web application state that it must be architected for high availability. The web application
consists of front-end web server and back-end database server components respectively. Which of the following
describes a solution that meets this requirement, while minimizing costs? 

A. One front-end web server and two clustered back-end database servers 

B. Two front-end web servers and two back-end database servers 

C. Two front-end web servers and one back-end database server 

D. Two load balanced front-end web servers and two clustered back-end database servers 

Correct Answer: D 

 

QUESTION 2

A CASB provides the application proxy and web application firewall to a large retailer. All access to the retailer cloud
application must originate from the CASB-designated IP addresses. The CASB has known geolocations with known IP
addresses. Suddenly, all customers are not able to access the retailer cloud applications. 

Which of the following is MOST likely the reason for the issue? 

A. Additional CASB IP addresses were added to the authorized pool 

B. All of the CASB\\'s European datacenters are down 

C. There was federation and SSO misconfiguration 

D. The CASB\\'s SSL/TLS certificate expired 

Correct Answer: D 

 

 

QUESTION 3

Given the IaaS cloud service model, at which of the following layers of the platform does microsegmentation BEST
apply? 

A. Compute 

B. Storage 

C. Network 

D. Management 

Correct Answer: C 
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Reference: https://www.guardicore.com/micro-segmentation/ 

 

QUESTION 4

Which of the following is an access control type that requires a username and password along with a hardware token? 

A. SSO 

B. Single-factor 

C. RBAC 

D. ACL 

E. Multifactor 

Correct Answer: E 

 

QUESTION 5

Which of the following is often a difficult process when working with internationally-based cloud providers? 

A. Litigation hold 

B. Data segregation 

C. Network isolation 

D. Multi-tenancy 

Correct Answer: A 
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