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QUESTION 1

A web server has been deployed in a public IaaS provider and has been assigned the public IP address of
72.135.10.100. Users are now reporting that when they browse to the website, they receive a message indicating the
service is unavailable. The cloud administrator logs into the server, runs a netstat command, and notices the following
relevant output: 

Which of the following actions should the cloud administrator take to resolve the issue? 

A. Assign a new IP address of 192.168.100.10 to the web server 

B. Modify the firewall on 72.135.10.100 to allow only UDP 

C. Configure the WAF to filter requests from 17.3.130.3 

D. Update the gateway on the web server to use 72.135.10.1 

Correct Answer: D 

 

QUESTION 2

A cloud administrator is designing a multiregion network within an IaaS provider. The business requirements for
configuring the network are as follows: 

1.

 Use private networking in and between the multisites for data replication. 

2.

 Use low latency to avoid performance issues. 

Which of the following solutions should the network administrator use within the IaaS provider to connect multiregions? 

A. Peering 

B. Gateways 

C. VPN 

D. Hub and spoke 

Correct Answer: C 
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QUESTION 3

After accidentally uploading a password for an IAM user in plain text, which of the following should a cloud administrator
do FIRST? 

A. Identify the resources that are accessible to the affected IAM user 

B. Remove the published plain-text password 

C. Notify users that a data breach has occurred 

D. Change the affected IAM user\\'s password 

E. Delete the affected IAM user 

Correct Answer: B 

 

QUESTION 4

An SQL injection vulnerability was reported on a web application, and the cloud platform team needs to mitigate the
vulnerability while it is corrected by the development team. Which of the following controls will BEST mitigate the risk of
exploitation? 

A. DLP 

B. HIDS 

C. NAC 

D. WAF 

Correct Answer: A 

 

QUESTION 5

An organization has two businesses that are developing different software products. They are using a single cloud
provider with multiple IaaS instances. The organization identifies that the tracking of costs for each business are
inaccurate. Which of the following is the BEST method for resolving this issue? 

A. Perform segregation of the VLAN and capture egress and ingress values of each network interface 

B. Tag each server with a dedicated cost and sum them based on the businesses 

C. Split the total monthly invoice equally between the businesses 

D. Create a dedicated subscription for the businesses to manage the costs 

Correct Answer: B 
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