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QUESTION 1

Given a protocol analyzer can decrypt WPA2-PSK data packets providing the PSK and SSID are
configured in the analyzer software.

When performing packet capture (in a non-FT environment) which frames are required in order for PSK
frame decryption to be possible?

A. Authentication

B. Reassociation

C. 4-Way Handshake

D. Probe Response

Correct Answer: C

QUESTION 2

Which one of the best following is an advantage of using display filters instead of capture-time filters?
A. Display filters allow for focused analysis on just the packets of interest

B. Once created display filters are reusable for later captures

C. Display filters only hide the packets from view and the filtered packets can be enabled for view later
D. Multiple display filters can be applied simultaneously

Correct Answer: A

QUESTION 3

ABC International has installed a new smart ZigBee controlled lighting system. However, the network team is concerned
that this new system will interface with the existing WLAN and has asked you to investigate the impact of the two
systems operating simultaneously in the 2.4 GHz band. When performing Spectrum Analysis, which question could you
answer by looking at the FFT plot?

A. Do the ZigBee channels used by the lightning system overlap with the WLAN channels?

B. Is the ZigBee system using more the 50% of the available airtime?

C. Is the ZigBee system causing an increase in WLAN retries?

D. Is the WLAN corrupting ZigBee system messages?

Correct Answer: C
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QUESTION 4

An RST frame should be acknowledged by which frame?
A. Ack

B. CTS

C. Block Ack

D. RTS-Ack

Correct Answer: A

QUESTION 5

Which one of the following statements is not true concerning DTIMs?

A. Buffered Broadcast and Multicast traffic will be transmitted following a DTIM

B. The DTIM interval can dictate when an STA will wake up to listen to beacon frames
C. DTIM stands for Delivery Traffic Indication Map

D. Every Beacon frame must contain a DTIM

Correct Answer: B
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