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QUESTION 1

In a Spectrum Analyzer the Swept Spectrogram plot displays what information? 

A. RF power present at a particular frequency over the course of time 

B. Reductions in frame transmissions 

C. Wi-Fi Device information 

D. The RF time domain 

Correct Answer: A 

Explanation: The Swept Spectrogram plot is a spectrum analysis plot that shows the RF power present at a particular
frequency over the course of time. It can help identify trends and patterns in the RF spectrum over a longer period of
time. It can also show how the RF environment changes over time and how different sources of RF signals affect each
other. The other options are not correct, as they describe different types of plots or information that are not related to the
Swept Spectrogram plot. References: [Wireless Analysis Professional Study Guide], Chapter 3: Spectrum Analysis,
page 72-73 

 

QUESTION 2

An RTS frame should be acknowledged by which frame? 

A. CTS 

B. Ack 

C. RTS-Ack 

D. Block Ack 

Correct Answer: A 

Explanation: An RTS (Request to Send) frame should be acknowledged by a CTS (Clear to Send) frame. An RTS and
CTS frame are types of control frames that are used to implement a virtual carrier sense mechanism called RTS/CTS.
RTS/CTS is a technique that helps to avoid collisions and hidden node problems in wireless transmissions. When a STA
(station) wants to send a data frame, it first sends an RTS frame to the intended receiver, indicating the duration of the
transmission. The receiver then responds with a CTS frame, also indicating the duration of the transmission. The other
STAs in the vicinity hear either the RTS or the CTS frame and update their NAV (Network Allocation Vector) timers
accordingly, deferring their access to the medium until the transmission is over. The sender then sends the data frame,
followed by an ACK (Acknowledgement) frame from the receiver. The other options are not correct, as they are not used
to acknowledge an RTS frame. An ACK frame is used to acknowledge a data frame, not an RTS frame. An RTS- Ack
frame does not exist, as there is no such type of control frame in 802.11. A Block Ack (BA) frame is used to
acknowledge multiple data frames in a single frame, not an RTS frame. References: [Wireless Analysis Professional
Study Guide CWAP-404], Chapter 6: 

802.11 Frame Exchanges, page 166-167 

 

QUESTION 3
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What is the difference between a Data frame and a QoS-Data frame? 

A. QoS Data frames include a DSCP control field 

B. QoS Data frames include a QoS information element 

C. QoS Data frames include an 802.1Q VLAN tag 

D. QoS Data frames include a QoS control field 

Correct Answer: D 

Explanation: The difference between a Data frame and a QoS-Data frame is that QoS Data frames include a QoS
control field. A Data frame is a type of data frame that is used to carry user data or upper layer protocol data between
STAs and APs. A QoS Data frame is a type of data frame that is used to carry user data or upper layer protocol data
between STAs and APs that support QoS (Quality of Service) features. QoS features allow different types of traffic to be
prioritized and handled differently according to their QoS requirements, such as delay, jitter, throughput, etc. QoS Data
frames include a QoS control field in their MAC header, which contains information such as traffic identifier (TID), queue
size (TXOP), acknowledgment policy (ACK), etc., that are used for QoS purposes. The other options are not correct, as
they do not describe the difference between Data and QoS Data frames. QoS Data frames do not include a DSCP
(Differentiated Services Code Point) control field, which is part of the IP header in the network layer, not the MAC
header in the data link layer. QoS Data frames do not include a QoS information element (IE), which is part of some
management frames that indicate QoS capabilities or parameters, not data frames. QoS Data frames do not include an
802.1Q VLAN tag, which is part of some Ethernet frames that indicate VLAN membership or priority, not wireless
frames. References: [Wireless Analysis Professional Study Guide CWAP-404], Chapter 5: 

802.11 MAC Sublayer, page 118-119 

 

QUESTION 4

You are troubleshooting a client that is experiencing slow WLAN performance. As part of the troubleshooting activity,
you start a packet capture on your laptop close to the client device. While analyzing the packets, you suspect that you
have not captured all packets transmitted by the client. By analyzing the trace file, how can you confirm if you have
missing packets? 

A. The missing packets will be shown as CRC errored packets 

B. Protocol Analyzers show the number of missing packets in their statistics view 

C. Look for gaps in the sequence number in MAC headers. 

D. Retransmission are an indication of missing packets 

Correct Answer: C 

Explanation: One way to confirm if you have missing packets in your packet capture is to look for gaps in the sequence
number in MAC headers. The sequence number is a 12-bit field in the MAC header that is used to identify and order
data frames within a traffic stream. The sequence number is incremented by one for each new data frame transmitted
by a STA, except for retransmissions, fragments, and control frames. The sequence number can range from 0 to 4095,
and then wraps around to 0. If you see a jump or a gap in the sequence number between two consecutive data frames
from the same STA, it means that you have missed some packets in between. The other options are not correct, as they
do not confirm if you have missing packets in your packet capture. CRC errored packets are packets that have been
corrupted during transmission and have failed the error detection check. Protocol analyzers may show the number of
CRC errored packets in their statistics view, but not the number of missing packets. Retransmissions are an indication
of packet loss or collision, but not necessarily of missing packets in your capture. References: [Wireless Analysis
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Professional Study Guide CWAP-404], Chapter 5: 

802.11 MAC Sublayer, page 114-115 

 

QUESTION 5

What should the To DS and From DS flags be to set to in an Association Response frame? 

A. To DS = 1, From DS = 1 

B. To DS - 1, From DS = 0 

C. To DS - 0, From DS = 0 

D. To DS = 0, From DS = 1 

Correct Answer: C 

Explanation: The To DS and From DS flags should be set to 0 in an Association Response frame. An Association
Response frame is a type of management frame that is transmitted by an AP to accept or reject an association request
from a STA. The To DS (To Distribution System) and From DS (From Distribution System) flags are two bits in the
Frame Control field of the MAC header that indicate whether a frame is destined for or originated from the DS
(Distribution System), which is a system that connects multiple BSSs together. The To DS and From DS flags can have
four possible combinations: 00, 01, 10, or 11. For an Association Response frame, which is sent from an AP to a STA
within a BSS, both flags should be set to 0. References: [Wireless Analysis Professional Study Guide CWAP-404],
Chapter 5: 802.11 MAC Sublayer, page 121-122 
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