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QUESTION 1

What is an advantage of using WPA2-Personal instead of WEP-128 as a security solution for 802.11 networks? 

A. WPA2-Personal uses CCMP for encryption, and WEP-128 uses TKIP for encryption 

B. WPA2-Personal uses dynamic encryption keys, and WEP-128 uses static keys 

C. WPA2-Personal uses 802.1X/EAP for authentication, and WEP-128 uses preshared keys 

D. WPA2-Personal is based on IEEE 802.11 industry standards, but WEP is not 

Correct Answer: B 

 

 

QUESTION 2

A client STA must choose the best AP for connectivity. As part of the evaluation, it must verify compatible data rates.
What can the client STA use to verify that an AP supports the same data rates that it supports? 

A. Beacon frames transmitted by the AP 

B. Data frames sent between the AP and current clients STAs 

C. Authentication frames transmitted by the other client STAs 

D. Probe request frames transmitted by other client STAs 

Correct Answer: D 

Reference https://supportforums.cisco.com/t5/wireless-mobility-documents/802-11-sniffer-capture-analysismanagement-
frames-and-open-auth/ta-p/3120622 

 

QUESTION 3

XYZ Company has decided to install an 802.11 WLAN system that will support 1000 wireless users, but they are
concerned about network security. XYZ is interested in deploying standardized security features. In addition to
WPA2-Enterprise with PEAP and role-based access control, XYZ would like to support management frame protection
as well as a fast secure roaming protocol for future mobile handsets. 

As XYZ Company selects a product to deploy, what two IEEE amendments, which are included in 802.112016, should
be supported to provide the management frame protection and fast secure roaming security features? 

A. 802.11j and 802.11k 

B. 802.11r and 802.11k 

C. 802.11z and 802.11w 

D. 802.11r and 802.11w 
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Correct Answer: D 

 

QUESTION 4

In an 802.11n 2.4 GHz BSS, what prevents each station from using the full network data rate (e.g. 216.7 Mbps) for user
data when multiple clients are actively exchanging data with the AP? 

A. Half of the bandwidth is allocated to uplink traffic and half to downlink traffic 

B. All data frames must be acknowledged and the medium is shared 

C. Radio receiver hardware cannot process data is quickly as it can be transmitted 

D. APs do not have sufficient wired connection speeds to the LAN, even at 1 Gbps connections, with 802.11n and
earlier APs 

Correct Answer: B 

 

QUESTION 5

What non-standard WLAN solution attempts to give a longer transmission windows to devices with higher data rates
than devices with lower data rates? 

A. AirTime Faimess 

B. Band Steering 

C. ARM 

D. RRM 

Correct Answer: A 
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