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QUESTION 1

You are deploying a WLAN with the access points configured for 10 mW of output power on the 2.4 GHz radios and 20
mW of output power on the 5GHz radios. Some semi-directional antennas are also in use. What kind of deployment is
described? 

A. SOHO 

B. Residential 

C. High density 

D. Standard office 

Correct Answer: A 

 

QUESTION 2

You are managing a wireless access point in autonomous mode using the Web based interface. You capture traffic
during this management task and notice that you can see the HTML code of the Web pages for access point
management. What error in administration could be the cause of the security concern? 

A. A VPN with the AP is not established 

B. WPA2 is disabled on the WLAN 

C. HTTP is in use instead of HTTPS 

D. IPsec is not in use of the management connection as recommended 

Correct Answer: C 

 

QUESTION 3

To ease user complexity, your company has implemented a single SSID for all employees. However, the network
administrator needs a way to control the network resources that can be accessed by each employee based in their
department. 

What WLAN feature would allow the network administrator to accomplish this task? 

A. RBAC 

B. WPA2 

C. WIPS 

D. SNMP 

Correct Answer: A 
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QUESTION 4

You administer a small WLAN with nine access points. As a small business, you do not run a RADIUS server and use
WPA2-Personal for security. Recently, you changed the passphrase for WPA2-Personal in all APs and clients. Several
users are now reporting the inability to connect to the network at times and it is constrained to one area of the building.
When using a WLAN scanner, you see that the AP covering that area is online and has a strong signal. No other
changes have been made to the environment and all access points are the same model. What is the likely problem? 

A. The AP that covers the problem area requires a firmware update 

B. The clients are improperly configured 

C. The AP that covers the problem area has failed 

D. The AP that covers the problem area is improperly configured 

Correct Answer: A 

 

QUESTION 5

What factor is likely to cause the least impact on the application layer throughput of an 802.11n client station in a 2.4
GHz HT BSS? 

A. Increasing or decreasing the number of spatial streams in use by the client station and AP 

B. Implementing Fast BSS Transition (FT) for roaming 

C. Implementation of several other clients in the same BSS using 802.11g radios 

D. RF interference from more than 10 nearby Bluetooth transmitters 

Correct Answer: B 
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