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QUESTION 1

You are performing a post-implementation validation survey. What basic tool can be used to easily locate areas of high
co-channel interference? 

A. Throughput tester 

B. Laptop-based spectrum analyzer 

C. Access point spectrum analyzer 

D. Wi-Fi scanner 

Correct Answer: D 

 

QUESTION 2

When performing a validation survey for a Multiple Channel Architecture (MCA) system in a multi-tenant building with
five floors, what aspect should you, as the surveyor, keep in mind? 

A. The RF interference caused by passing airplanes supporting on-board Wi-Fi should be a prime consideration 

B. The channel reuse pattern should be three dimensional with the RF cell extending coverage of each access point to
other floors 

C. The omni-directional antennas of the access points should be oriented parallel to the floor to maximize the coverage
pattern across as many floors as possible 

D. The Fresnel Zone is completely blocked between floors so each floor is considered a separate site survey 

Correct Answer: B 

 

QUESTION 3

In WLAN security, what authentication method always creates Layer 2 dynamic encryption keys? 

A. Shared Key 

B. WEP 

C. HTTPS captive portal 

D. EAP-TLS 

Correct Answer: B 

Reference https://books.google.com.pk/books?id=0ZWLn57EdpsCandpg=PA142andlpg=PA142anddq=WLAN+security,
+what+authentication+method+always+creates+Layer+2+dynamic+encryption
+keysandsource=blandots=CBgudPbaRhandsig=s7kLv2NeFqfjoBK6A_X-
9T2Nc0kandhl=enandsa=Xandved=0ahUKEwithMDooazZAhXMCuwKHfSNC-
kQ6AEIWTAH#v=onepageandq=WLAN%20security%2C%20what%20authentication%20method% 20always
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%20creates%20Layer%202%20dynamic%20encryption%20keysandf=false 

 

QUESTION 4

When considering data rates available in HT and VHT PHY devices, in addition to the modulation, coding, channel
width, and spatial streams, what impacts the data rate according to the MCS tables? 

A. The frequency band in use 

B. The client drives 

C. The guard interval 

D. The height of the antennas 

Correct Answer: C 

Reference https://arxiv.org/pdf/1702.03257.pdf 

 

QUESTION 5

A non-802.11 device is suspected of causing interference on the WLAN. You are not certain of the location or type of
device. What is the best solution for locating this non-802.11 device? 

A. Access point spectrum analyzer 

B. Laptop-based spectrum analyzer with an omni-directional antenna 

C. Laptop-based spectrum analyzer with an omni-directional antenna 

D. Laptop-based spectrum analyzer with a directional antenna 

Correct Answer: D 
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