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QUESTION 1

Three access points are used within a facility. One access point is on channel 11 and the other two are on channel 1.
The two access points using channel 1 are on either side of the access point using channel 11 and sufficiently apart so
that they do not interfere with each other when they transmit frames. Assuming no other APs are in the vicinity, is CCI
still a possibility in this network and why? 

A. Yes, because the client devices connected to one of the channel 1 APs will transmit frames that reach the other
channel 1 AP as well as clients connected to the other channel 1 AP. 

B. No, because the APs are far enough apart that no CCI will occur. 

C. No, because CCI only occurs in the 5 GHz frequency band. 

D. Yes, because channel 11 loops around and causes CCI with channel 1. 

Correct Answer: A 

 

QUESTION 2

You recently purchased four laptops containing dual-band 802.11ac adapters. The laptops can connect to your 2.4 GHz
network, but they cannot connect to the 5 GHz network. The laptops do not show the 5 GHz SSIDs, which are different
that the 2.4 GHz SSIDs. Existing devices can connect to the 5 GHz SSIDs with no difficulty. What is the likely problem? 

A. Interference from no-Wi-Fi sources 

B. Faulty drivers 

C. DoS attack 

D. Interference from other WLANs 

Correct Answer: D 

 

QUESTION 3

What feature of 802.1 lax (HE) may impact design decisions related to AP placement and the spacing between same-
channel BSS cells (3SAs) because it is designed to reduce overlapping BSS contention? 

A. TWT 

B. BSS Color 

C. uplink MU-MIMO 

D. 6 GHz band support 

Correct Answer: B 
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QUESTION 4

ABC Company is planning a point-to-multipoint outdoor bridge deployment with standalone (autonomous) 802.11 bridge
units. 802.1X/EAP will be used for bridge authentication. A Linux-based RADIUS server will be used for authentication.
What device in the bridge implementation acts as the 802.1X Authenticator? 

A. The Ethernet switch 

B. The RADIUS server 

C. All non-root bridges 

D. The root bridge 

Correct Answer: D 

 

QUESTION 5

What terms accurately complete the following sentence? 

The IEEE 802.11-2016 standard specifies mandatory support of the _______________ cipher suite for Robust Security
Network Associations, and optional use of the ________________ cipher suite, which is designed for use with pre-
RSNA hardware and is deprecated. 

A. 802.1X/EAP, WEP 

B. CCMP, TKIP 

C. TLS, SSL 

D. RC5, RC4 

Correct Answer: B 
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