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QUESTION 1

While performing a manual scan of your environment using a spectrum analyzer on a laptop computer, you notice a
signal in the real time FFT view. The signal is characterized by having peak power centered on channel 11 with an
approximate width of 20 MHz at its peak. The signal widens to approximately 40 MHz after it has weakened by about 30
dB. 

What kind of signal is displayed in the spectrum analyzer? 

A. A frequency hopping device is being used as a signal jammer in 5 GHz 

B. A low-power wideband RF attack is in progress in 2.4 GHz, causing significant 802.11 interference 

C. An 802.11g AP operating normally in 2.4 GHz 

D. An 802.11a AP operating normally in 5 GHz 

Correct Answer: C 

 

QUESTION 2

Your organization required compliance reporting and forensics features in relation to the 802.11ac WLAN they have
recently installed. These features are not built into the management system provided by the WLAN vendor. The existing
WLAN is managed through a centralized management console provided by the AP vendor with distributed APs and
multiple WLAN controllers configured through this console. 

What kind of system should be installed to provide the required compliance reporting and forensics features? 

A. WNMS 

B. WIPS overlay 

C. WIPS integrated 

D. Cloud management platform 

Correct Answer: B 

 

QUESTION 3

A single AP is configured with three separate WLAN profiles, as follows: 

1. 

SSID: ABCData BSSID: 00:11:22:00:1F:C3 VLAN 10 Security: PEAPv0/EAP- MSCHAPv2 with AESCCMP 3 current
clients 

2. 

SSID: ABCVoice BSSID: 00:11:22:00:1F:C4 VLAN 60 Security: WPA2-Personal with AES-CCMP 2 current clients 
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3. 

SSID: Guest BSSID: 00:11:22:00:1F:C5 VLAN 90 Security: Open with captive portal authentication 3 current clients
Three STAs are connected to ABCData. Three STAs are connected to Guest. Two STAs are connected to ABCVoice. 

How many unique GTKs and PTKs are currently in place in this scenario? 

A. 1 GTK 8 PTKs 

B. 2 GTKs 5 PTKs 

C. 2 GTKs 8 PTKs 

D. 3 GTKs 8 PTKs 

Correct Answer: B 

 

QUESTION 4

Which one of the following is a valid reason to avoid the use of EAP-MD5 in production WLANs? 

A. It does not support the outer identity. 

B. It is not a valid EAP type. 

C. It does not support mutual authentication. 

D. It does not support a RADIUS server. 

Correct Answer: C 

 

QUESTION 5

What elements should be addressed by a WLAN security policy? (Choose 2) 

A. Enabling encryption to prevent MAC addresses from being sent in clear text 

B. How to prevent non-IT employees from learning about and reading the user security policy 

C. End-user training for password selection and acceptable network use 

D. The exact passwords to be used for administration interfaces on infrastructure devices 

E. Social engineering recognition and mitigation techniques 

Correct Answer: CE 
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