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QUESTION 1

You work as the security administrator for your organization. In relation to the WLAN, you are viewing a dashboard that
shows security threat, policy compliance and rogue threat charts. What type of system is in view? 

A. Wireshark Protocol Analyzer 

B. Wireless VPN Management Systems 

C. Wireless Intrusion Prevention System 

D. Distributed RF Spectrum Analyzer 

E. WLAN Emulation System 

Correct Answer: C 

 

QUESTION 2

What statement accurately describes the functionality of the IEEE 802.1X standard? 

A. Port-based access control with EAP encapsulation over the LAN (EAPoL) 

B. Port-based access control with dynamic encryption key management and distribution 

C. Port-based access control with support for authenticated-user VLANs only 

D. Port-based access control with mandatory support of AES-CCMP encryption 

E. Port-based access control, which allows three frame types to traverse the uncontrolled port: EAP, DHCP, and DNS. 

Correct Answer: A 

 

QUESTION 3

Your organization required compliance reporting and forensics features in relation to the 802.11ac WLAN they have
recently installed. These features are not built into the management system provided by the WLAN vendor. The existing
WLAN is managed through a centralized management console provided by the AP vendor with distributed APs and
multiple WLAN controllers configured through this console. 

What kind of system should be installed to provide the required compliance reporting and forensics features? 

A. WNMS 

B. WIPS overlay 

C. WIPS integrated 

D. Cloud management platform 

Correct Answer: B 
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QUESTION 4

Given: ABC Company is an Internet Service Provider with thousands of customers. ABC\\'s customers are given login
credentials for network access when they become a customer. ABC uses an LDAP server as the central user credential
database. ABC is extending their service to existing customers in some public access areas and would like to use their
existing database for authentication. 

How can ABC Company use their existing user database for wireless user authentication as they implement a large-
scale WPA2-Enterprise WLAN security solution? 

A. Import all users from the LDAP server into a RADIUS server with an LDAP-to-RADIUS conversion tool. 

B. Implement an X.509 compliant Certificate Authority and enable SSL queries on the LDAP server. 

C. Mirror the LDAP server to a RADIUS database within a WLAN controller and perform daily backups to synchronize
the user databases. 

D. Implement a RADIUS server and query user authentication requests through the LDAP server. 

Correct Answer: D 

 

QUESTION 5

What are the three roles of the 802.1X framework, as defined by the 802.1X standard, that are performed by the client
STA, the AP (or WLAN controller), and the RADIUS server? (Choose 3) 

A. Enrollee 

B. Registrar 

C. AAA Server 

D. Authentication Server 

E. Supplicant 

F. Authenticator 

G. Control Point 

Correct Answer: DEF 
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