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QUESTION 1

In order to acquire credentials of a valid user on a public hot-spot network, what attacks may be conducted? Choose the
single completely correct answer.

A. Social engineering and/or eavesdropping
B. RF DoS and/or physical theft

C. MAC denial of service and/or physical theft
D. Authentication cracking and/or RF DoS

E. Code injection and/or XSS

Correct Answer: A

QUESTION 2

Given: You are installing 6 APs on the outside of your facility. They will be mounted at a height of 6 feet. What must you
do to implement these APs in a secure manner beyond the normal indoor AP implementations? (Choose the single best
answer.)

A. User external antennas.

B. Use internal antennas.

C. Power the APs using PoE.

D. Ensure proper physical and environmental security using outdoor ruggedized APs or enclosures.

Correct Answer: D

QUESTION 3

Given: ABC Company is deploying an IEEE 802.11-compliant wireless security solution using 802.1X/EAP
authentication. According to company policy, the security solution must prevent an eavesdropper from decrypting data
frames traversing a wireless connection.

What security characteristics and/or components play a role in preventing data decryption? (Choose 2)

A. Multi-factor authentication

B. 4-Way Handshake

C. PLCP Cyclic Redundancy Check (CRC)

D. Encrypted Passphrase Protocol (EPP)

E. Integrity Check Value (ICV)
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F. Group Temporal Keys

Correct Answer: BF

QUESTION 4

After completing the installation of a new overlay WIPS for the purpose of rogue detection and security monitoring at
your corporate headquarters, what baseline function MUST be performed in order to identify security threats?

A. Authorized PEAP usernames must be added to the WIPS server\\'s user database.

B. WLAN devices that are discovered must be classified (rogue, authorized, neighbor, etc.) and a WLAN policy must
define how to classify new devices.

C. Separate security profiles must be defined for network operation in different regulatory domains

D. Upstream and downstream throughput thresholds must be specified to ensure that service- level agreements are
being met.

Correct Answer: B

QUESTION 5

Given: WLAN protocol analyzers can read and record many wireless frame parameters.
What parameter is needed to physically locate rogue APs with a protocol analyzer?

A. SSID

B. IP Address

C.BSSID

D. Signal strength

E. RSN IE

F. Noise floor

Correct Answer: D
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