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QUESTION 1

Given: A large enterprise is designing a secure, scalable, and manageable 802.11n WLAN that will support thousands
of users. The enterprise will support both 802.1X/EAP-TTLS and PEAPVO/MSCHAPvV2. Currently, the company is
upgrading network servers as well and will replace their existing Microsoft IAS implementation with Microsoft NPS,
querying Active Directory for user authentication.

For this organization, as they update their WLAN infrastructure, what WLAN controller feature will likely be least
valuable?

A. WPA2-Enterprise authentication/encryption
B. Internal RADIUS server

C. WIPS support and integration

D. 802.1Q VLAN trunking

E. SNMPv3 support

Correct Answer: B

QUESTION 2

ABC Company uses the wireless network for highly sensitive network traffic. For that reason, they intend to protect their
network in all possible ways. They are continually researching new network threats and new preventative measures.
They are interested in the security benefits of 802.11w, but would like to know its limitations.

What types of wireless attacks are protected by 802.11w? (Choose 2)

A. RF DoS attacks

B. Layer 2 Disassociation attacks

C. Robust management frame replay attacks

D. Social engineering attacks

Correct Answer: BC

QUESTION 3

Given: You are using a Wireless Aggregator utility to combine multiple packet captures. One capture exists for each of
channels 1, 6 and 11. What kind of troubleshooting are you likely performing with such a tool?

A. Wireless adapter failure analysis.
B. Interference source location.

C. Fast secure roaming problems.
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D. Narrowband DoS attack detection.

Correct Answer: C

QUESTION 4

Given: You are using WEP as an encryption solution. You are using VLANSs for network segregation.
Why can you not establish an RSNA?

A. RSNA connections require TKIP or CCMP.

B. RSNA connections require BIP and do not support TKIP, CCMP or WEP.

C. RSNA connections require CCMP and do not support TKIP or WEP.

D. RSNA connections do not work in conjunction with VLANS.

Correct Answer: A

QUESTION 5

The IEEE 802.11 Pairwise Transient Key (PTK) is derived from what cryptographic element?
A. Phase Shift Key (PSK)

B. Group Master Key (GMK)

C. Pairwise Master Key (PMK)

D. Group Temporal Key (GTK)

E. PeerKey (PK)

F. Key Confirmation Key (KCK)

Correct Answer: C
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