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QUESTION 1

What statement is true regarding the nonces (ANonce and SNonce) used in the IEEE 802.11 4 Way Handshake? 

A. Both nonces are used by the Supplicant and Authenticator in the derivation of a single PTK. 

B. The Supplicant uses the SNonce to derive its unique PTK and the Authenticator uses the ANonce to derive its unique
PTK, but the nonces are not shared. 

C. Nonces are sent in EAPoL frames to indicate to the receiver that the sending station has installed and validated the
encryption keys. 

D. The nonces are created by combining the MAC addresses of the Supplicant, Authenticator, and Authentication
Server into a mixing algorithm. 

Correct Answer: A 

 

QUESTION 2

Given: Mary has just finished troubleshooting an 802.11g network performance problem using a laptop-based WLAN
protocol analyzer. The wireless network implements 802.1X/PEAP and the client devices are authenticating properly.
When Mary disables the WLAN protocol analyzer, configures her laptop for PEAP authentication, and then tries to
connect to the wireless network, she is unsuccessful. Before using the WLAN protocol analyzer, Mary\\'s laptop
connected to the network without any problems. 

What statement indicates why Mary cannot access the network from her laptop computer? 

A. The nearby WIPS sensor categorized Mary\\'s protocol analyzer adapter as a threat and is performing a
deauthentication flood against her computer. 

B. The PEAP client\\'s certificate was voided when the protocol analysis software assumed control of the wireless
adapter. 

C. The protocol analyzer\\'s network interface card (NIC) drivers are still loaded and do not support the version of PEAP
being used. 

D. Mary\\'s supplicant software is using PEAPv0/EAP-MSCHAPv2, and the access point is using PEAPv1/ EAP-GTC. 

Correct Answer: C 

 

QUESTION 3

You are using a utility that takes input and generates random output. For example, you can provide the input of a known
word as a secret word and then also provide another known word as salt input. When you process the input it generates
a secret code which is a combination of letters and numbers with case sensitivity. For what is the described utility used?
(Choose 3) 

A. Generating passwords for WLAN infrastructure equipment logins 

B. Generating PMKs that can be imported into 802.11 RSN-compatible devices 
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C. Generating secret keys for RADIUS servers and WLAN infrastructure devices 

D. Generating passphrases for WLAN systems secured with WPA2-Personal 

E. Generating dynamic session keys used for IPSec VPNs 

Correct Answer: ACD 

 

QUESTION 4

You perform a protocol capture using Wireshark and a compatible 802.11 adapter in Linux. When viewing the capture,
you see an auth req frame and an auth rsp frame. Then you see an assoc req frame and an assoc rsp frame. Shortly
after, you see DHCP communications and then ISAKMP protocol packets. What security solution is represented? 

A. 802.1X/EAP-TTLS 

B. Open 802.11 authentication with IPSec 

C. 802.1X/PEAPv0/MS-CHAPv2 

D. WPA2-Personal with AES-CCMP 

E. EAP-MD5 

Correct Answer: B 

 

QUESTION 5

What field in the RSN information element (IE) will indicate whether PSK- or Enterprise-based WPA or WPA2 is in use? 

A. AKM Suite List 

B. Group Cipher Suite 

C. RSN Capabilities 

D. Pairwise Cipher Suite List 

Correct Answer: A 
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