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QUESTION 1

What are the three roles of the 802.1X framework, as defined by the 802.1X standard, that are performed by the client
STA, the AP (or WLAN controller), and the RADIUS server? (Choose 3) 

A. Enrollee 

B. Registrar 

C. AAA Server 

D. Authentication Server 

E. Supplicant 

F. Authenticator 

G. Control Point 

Correct Answer: DEF 

 

QUESTION 2

Given: Your network implements an 802.1X/EAP-based wireless security solution. A WLAN controller is installed and
manages seven APs. FreeRADIUS is used for the RADIUS server and is installed on a dedicated server named SRV21.
One example client is a MacBook Pro with 8 GB RAM. 

What device functions as the 802.1X/EAP Authenticator? 

A. SRV21 

B. WLAN Controller/AP 

C. MacBook Pro 

D. RADIUS server 

Correct Answer: B 

 

QUESTION 3

Given: One of the security risks introduced by WPA2-Personal is an attack conducted by an authorized network user
who knows the passphrase. In order to decrypt other users\\' traffic, the attacker must obtain certain information from
the 4-way handshake of the other users. 

In addition to knowing the Pairwise Master Key (PMK) and the supplicant\\'s address (SA), what other three inputs must
be collected with a protocol analyzer to recreate encryption keys? (Choose 3) 

A. Authenticator nonce 

B. Supplicant nonce 
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C. Authenticator address (BSSID) 

D. GTKSA 

E. Authentication Server nonce 

Correct Answer: ABC 

 

QUESTION 4

Given: XYZ Company has recently installed an 802.11ac WLAN. The company needs the ability to control access to
network services, such as file shares, intranet web servers, and Internet access based on an employee\\'s job
responsibilities. 

What WLAN security solution meets this requirement? 

A. An autonomous AP system with MAC filters 

B. WPA2-Personal with support for LDAP queries 

C. A VPN server with multiple DHCP scopes 

D. A WLAN controller with RBAC features 

E. A WLAN router with wireless VLAN support 

Correct Answer: D 

 

QUESTION 5

What security vulnerabilities may result from a lack of staging, change management, and installation procedures for
WLAN infrastructure equipment? (Choose 2) 

A. The WLAN system may be open to RF Denial-of-Service attacks 

B. WIPS may not classify authorized, rogue, and neighbor APs accurately 

C. Authentication cracking of 64-bit Hex WPA-Personal PSK 

D. Management interface exploits due to the use of default usernames and passwords for AP management 

E. AES-CCMP encryption keys may be decrypted 

Correct Answer: BD 
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