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QUESTION 1

Given: WLAN protocol analyzers can read and record many wireless frame parameters.
What parameter is needed to physically locate rogue APs with a protocol analyzer?

A. SSID

B. IP Address

C.BSSID

D. Signal strength

E. RSN IE

F. Noise floor

Correct Answer: D

QUESTION 2
Given: You have implemented strong authentication and encryption mechanisms for your enterprise
802.11 WLAN using 802.1X/EAP with AES-CCMP.

For users connecting within the headquarters office, what other security solution will provide continuous monitoring of
both clients and APs with 802.11-specific tracking?

A. IPSec VPN client and server software
B. Internet firewall software

C. Wireless intrusion prevention system
D. WLAN endpoint agent software

E. RADIUS proxy server

Correct Answer: C

QUESTION 3

What protocols allow a network administrator to securely manage the configuration of WLAN controllers and access
points? (Choose 2)

A. SNMPv1
B. HTTPS

C. Telnet
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D. TFTP

E.FTP
F. SSHv2

Correct Answer: BF

QUESTION 4

Given: ABC Company secures their network with WPA2-Personal authentication and AES- CCMP encryption.
What part of the 802.11 frame is always protected from eavesdroppers by this type of security?

A. All MSDU contents

B. All MPDU contents

C. All PPDU contents

D. All PSDU contents

Correct Answer: A

QUESTION 5

For a WIPS system to identify the location of a rogue WLAN device using location patterning (RF fingerprinting), what
must be done as part of the WIPS installation?

A. All WIPS sensors must be installed as dual-purpose (AP/sensor) devices.
B. A location chipset (GPS) must be installed with it.

C. At least six antennas must be installed in each sensor.

D. The RF environment must be sampled during an RF calibration process.

Correct Answer: D
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