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QUESTION 1

Given: You must implement 7 APs for a branch office location in your organization. All APs will be autonomous and
provide the same two SSIDs (CORP1879 and Guest).

Because each AP is managed directly through a web-based interface, what must be changed on every AP before
enabling the WLANS to ensure proper staging procedures are followed?

A. Fragmentation threshold
B. Administrative password
C. Output power

D. Cell radius

Correct Answer: B

QUESTION 2

What security benefits are provided by endpoint security solution software? (Choose 3)

A. Can prevent connections to networks with security settings that do not conform to company policy

B. Can collect statistics about a user\\'s network use and monitor network threats while they are connected
C. Can restrict client connections to networks with specific SSIDs and encryption types

D. Can be used to monitor for and prevent network attacks by nearby rogue clients or APs

Correct Answer: ABC

QUESTION 3

Given: You view a protocol analyzer capture decode with the following protocol frames listed in the following order
(excluding the ACK frames):

1) 802.11 Probe Request and 802.11 Probe Response 2) 802.11 Auth and another 802.11 Auth 2) 802.11 Assoc Req
and 802.11 Assoc Rsp 4) EAPOL-Start 5) EAP Request and EAP Response 6) EAP Request and EAP Response 7)
EAP Request and EAP Response 8) EAP Request and EAP Response 9) EAP Request and EAP Response 10) EAP
Success 19) EAPOL-Key (4 frames in a row)

What are you seeing in the capture file? (Choose 4)

A. WPA2-Enterprise authentication

B. WPA2-Personal authentication

C. 802.11 Open System authentication

D. 802.1X with Dynamic WEP
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E. Wi-Fi Protected Setup with PIN
F. Active Scanning
G. 4-Way Handshake

Correct Answer: ACFG

QUESTION 4

What attack cannot be detected by a Wireless Intrusion Prevention System (WIPS)?
A. MAC Spoofing

B. Eavesdropping

C. Hot-spotter

D. Soft AP

E. Deauthentication flood

F. EAP flood

Correct Answer: B

QUESTION 5

Role-Based Access Control (RBAC) allows a WLAN administrator to perform what network function?

A. Minimize traffic load on an AP by requiring mandatory admission control for use of the Voice access category.
B. Allow access to specific files and applications based on the user\\'s WMM access category.

C. Provide two or more user groups connected to the same SSID with different levels of network privileges.

D. Allow simultaneous support for multiple EAP types on a single access point.

Correct Answer: C
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