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QUESTION 1

Role-Based Access Control (RBAC) allows a WLAN administrator to perform what network function? 

A. Provide two or more user groups connected to the same SSID with different levels of network privileges. 

B. Allow access to specific files and applications based on the user\\'s WMM access category. 

C. Allow simultaneous support for multiple EAP types on a single access point. 

D. Minimize traffic load on an AP by requiring mandatory admission control for use of the Voice access category. 

Correct Answer: A 

 

QUESTION 2

While seeking the source of interference on channel 11 in your 802.11n WLAN running within 2.4 GHz, you notice a
signal in the spectrum analyzer real time FFT display. The signal is characterized with the greatest strength utilizing only
1-2 megahertz of bandwidth and it does not use significantly more bandwidth until it has weakened by roughly 20 dB. At
approximately -70 dB, it spreads across as much as 35 megahertz of bandwidth. What kind of signal is described? 

A. A high-power ultra wideband (UWB) Bluetooth transmission. 

B. A 2.4 GHz WLAN transmission using transmit beam forming. 

C. A high-power, narrowband signal. 

D. A deauthentication flood from a WIPS blocking an AP. 

E. An HT-OFDM access point. 

F. A frequency hopping wireless device in discovery mode. 

Correct Answer: C 

 

QUESTION 3

You have a Windows laptop computer with an integrated, dual-band, Wi-Fi compliant adapter. Your laptop computer has
protocol analyzer software installed that is capable of capturing and decoding 802.11ac data. What statement best
describes the likely ability to capture 802.11ac frames for security testing purposes? 

A. Integrated 802.11ac adapters are not typically compatible with protocol analyzers in Windows laptops. It is often best
to use a USB adapter or carefully select a laptop with an integrated adapter that will work. 

B. Laptops cannot be used to capture 802.11ac frames because they do not support MU-MIMO. 

C. Only Wireshark can be used to capture 802.11ac frames as no other protocol analyzer has implemented the proper
frame decodes. 

D. All integrated 802.11ac adapters will work with most protocol analyzers for frame capture, including the Radio Tap
Header. 
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E. The only method available to capture 802.11ac frames is to perform a remote capture with a compatible access
point. 

Correct Answer: A 

 

QUESTION 4

ABC Corporation is evaluating the security solution for their existing WLAN. Two of their supported solutions include a
PPTP VPN and 802.1X/LEAP. They have used PPTP VPNs because of their wide support in server and desktop
operating systems. While both PPTP and LEAP adhere to the minimum requirements of the corporate security policy,
some individuals have raised concerns about MS-CHAPv2 (and similar) authentication and the known fact that MS-
CHAPv2 has proven vulnerable in improper implementations. As a consultant, what do you tell ABC Corporation about
implementing MS-CHAPv2 authentication? 

A. MS-CHAPv2 is only appropriate for WLAN security when used inside a TLS-encrypted tunnel. 

B. When implemented with AES-CCMP encryption, MS-CHAPv2 is very secure. 

C. MS-CHAPv2 uses AES authentication, and is therefore secure. 

D. MS-CHAPv2 is compliant with WPA-Personal, but not WPA2-Enterprise. 

E. LEAP\\'s use of MS-CHAPv2 is only secure when combined with WEP. 

Correct Answer: A 

 

QUESTION 5

You are the WLAN administrator in your organization and you are required to monitor the network and ensure all active
WLANs are providing RSNs. You have a laptop protocol analyzer configured. In what frame could you see the existence
or non-existence of proper RSN configuration parameters for each BSS through the RSN IE? 

A. CTS 

B. Beacon 

C. RTS 

D. Data frames 

E. Probe request 

Correct Answer: B 
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