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QUESTION 1

You support a coffee shop and have recently installed a free 802.11ac wireless hotspot for the benefit of your
customers. You want to minimize legal risk in the event that the hotspot is used for illegal Internet activity. What option
specifies the best approach to minimize legal risk at this public hotspot while maintaining an open venue for customer
Internet access? 

A. Require client STAs to have updated firewall and antivirus software. 

B. Block TCP port 25 and 80 outbound on the Internet router. 

C. Use a WIPS to monitor all traffic and deauthenticate malicious stations. 

D. Implement a captive portal with an acceptable use disclaimer. 

E. Allow only trusted patrons to use the WLAN. 

F. Configure WPA2-Enterprise security on the access point. 

Correct Answer: D 

 

QUESTION 2

You are using a utility that takes input and generates random output. For example, you can provide the input of a known
word as a secret word and then also provide another known word as salt input. When you process the input it generates
a secret code which is a combination of letters and numbers with case sensitivity. For what is the described utility
used? 

A. Generating PMKs that can be imported into 802.11 RSN-compatible devices. 

B. Generating passwords for WLAN infrastructure equipment logins. 

C. Generating dynamic session keys used for IPSec VPNs. 

D. Generating GTKs for broadcast traffic encryption. 

Correct Answer: B 

 

QUESTION 3

You must implement 7 APs for a branch office location in your organizations. All APs will be autonomous and provide
the same two SSIDs (CORP1879 and Guest). 

Because each AP is managed directly through a web-based interface, what must be changed on every AP before
enabling the WLANs to ensure proper staging procedures are followed? 

A. Output power 

B. Fragmentation threshold 

C. Administrative password 
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D. Cell radius 

Correct Answer: C 

 

QUESTION 4

ABC Company is deploying an IEEE 802.11-compliant wireless security solution using 802.1X/EAP authentication.
According to company policy, the security solution must prevent an eavesdropper from decrypting data frames
traversing a wireless connection. What security characteristic and/or component plays a role in preventing data
decryption? 

A. 4-Way Handshake 

B. PLCP Cyclic Redundancy Check (CRC) 

C. Multi-factor authentication 

D. Encrypted Passphrase Protocol (EPP) 

E. Integrity Check Value (ICV) 

Correct Answer: A 

 

QUESTION 5

When using a tunneled EAP type, such as PEAP, what component is protected inside the TLS tunnel so that it is not
sent in clear text across the wireless medium? 

A. Server credentials 

B. User credentials 

C. RADIUS shared secret 

D. X.509 certificates 

Correct Answer: B 
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