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QUESTION 1

ABC Company is an Internet Service Provider with thousands of customers. ABC\\'s customers are given login
credentials for network access when they become a customer. ABC uses an LDAP server as the central user credential
database. ABC is extending their service to existing customers in some public access areas and would like to use their
existing database for authentication. How can ABC Company use their existing user database for wireless user
authentication as they implement a large-scale WPA2Enterprise WLAN security solution? 

A. Implement a RADIUS server and query user authentication requests through the LDAP server. 

B. Mirror the LDAP server to a RADIUS database within a WLAN controller and perform daily backups to synchronize
the user databases. 

C. Import all users from the LDAP server into a RADIUS server with an LDAP-to-RADIUS conversion tool. 

D. Implement an X.509 compliant Certificate Authority and enable SSL queries on the LDAP server. 

Correct Answer: A 

 

QUESTION 2

What field in the RSN information element (IE) will indicate whether PSK- or Enterprise-based WPA or WPA2 is in use? 

A. Group Cipher Suite 

B. Pairwise Cipher Suite List 

C. AKM Suite List 

D. RSN Capabilities 

Correct Answer: C 

 

QUESTION 3

Your organization is using EAP as an authentication framework with a specific type that meets the requirements of your
corporate policies. Which one of the following statements is true related to this implementation? 

A. The client STAs may communicate over the controlled port in order to authenticate as soon as the Open System
authentication completes. 

B. The client STAs may communicate over the uncontrolled port in order to authenticate as soon as the Open System
authentication completes. 

C. The client STAs may use a different, but complementary, EAP type than the AP STAs. 

D. The client will be the authenticator in this scenario. 

Correct Answer: B 
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QUESTION 4

A large enterprise is designing a secure, scalable, and manageable 802.11n WLAN that will support thousands of users.
The enterprise will support both 802.1X/EAP-TTLS and PEAPv0/MSCHAPv2. Currently, the company is upgrading
network servers as well and will replace their existing Microsoft IAS implementation with Microsoft NPS, querying Active
Directory for user authentication. For this organization, as they update their WLAN infrastructure, what WLAN controller
feature will likely be least valuable? 

A. SNMPv3 support 

B. 802.1Q VLAN trunking 

C. Internal RADIUS server 

D. WIPS support and integration 

E. WPA2-Enterprise authentication/encryption 

Correct Answer: C 

 

QUESTION 5

You support a coffee shop and have recently installed a free 802.11ac wireless hotspot for the benefit of your
customers. You want to minimize legal risk in the event that the hotspot is used for illegal Internet activity. What option
specifies the best approach to minimize legal risk at this public hotspot while maintaining an open venue for customer
Internet access? 

A. Require client STAs to have updated firewall and antivirus software. 

B. Block TCP port 25 and 80 outbound on the Internet router. 

C. Use a WIPS to monitor all traffic and deauthenticate malicious stations. 

D. Implement a captive portal with an acceptable use disclaimer. 

E. Allow only trusted patrons to use the WLAN. 

F. Configure WPA2-Enterprise security on the access point. 

Correct Answer: D 
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