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QUESTION 1
You have a Windows laptop computer with an integrated, dual-band, Wi-Fi compliant adapter. Your laptop computer has
protocol analyzer software installed that is capable of capturing and decoding 802.11ac data. What statement best

describes the likely ability to capture 802.11ac frames for security testing purposes?

A. Integrated 802.11ac adapters are not typically compatible with protocol analyzers in Windows laptops. It is often best
to use a USB adapter or carefully select a laptop with an integrated adapter that will work.

B. Laptops cannot be used to capture 802.11ac frames because they do not support MU-MIMO.

C. Only Wireshark can be used to capture 802.11ac frames as no other protocol analyzer has implemented the proper
frame decodes.

D. All integrated 802.11ac adapters will work with most protocol analyzers for frame capture, including the Radio Tap
Header.

E. The only method available to capture 802.11ac frames is to perform a remote capture with a compatible access
point.

Correct Answer: A

QUESTION 2
What WLAN client device behavior is exploited by an attacker during a hijacking attack?

A. After the initial association and 4-way handshake, client stations and access points do not need to perform another
4-way handshake, even if connectivity is lost.

B. Client drivers scan for and connect to access point in the 2.4 GHz band before scanning the 5 GHz band.

C. When the RF signal between a client and an access point is disrupted for more than a few seconds, the client device
will attempt to associate to an access point with better signal quality.

D. When the RF signal between a client and an access point is lost, the client will not seek to reassociate with another
access point until the 120 second hold down timer has expired.

E. As specified by the Wi-Fi Alliance, clients using Open System authentication must allow direct client-toclient
connections, even in an infrastructure BSS.

Correct Answer: C

QUESTION 3

ABC Company is deploying an IEEE 802.11-compliant wireless security solution using 802.1X/EAP authentication.
According to company policy, the security solution must prevent an eavesdropper from decrypting data frames
traversing a wireless connection. What security characteristic and/or component plays a role in preventing data
decryption?

A. 4-Way Handshake
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B. PLCP Cyclic Redundancy Check (CRC)
C. Multi-factor authentication

D. Encrypted Passphrase Protocol (EPP)
E. Integrity Check Value (ICV)

Correct Answer: A

QUESTION 4

You must implement 7 APs for a branch office location in your organizations. All APs will be autonomous and provide
the same two SSIDs (CORP1879 and Guest).

Because each AP is managed directly through a web-based interface, what must be changed on every AP before
enabling the WLANS to ensure proper staging procedures are followed?

A. Output power

B. Fragmentation threshold
C. Administrative password
D. Cell radius

Correct Answer: C

QUESTION 5

Many computer users connect to the Internet at airports, which often have 802.11n access points with a captive portal
for authentication. While using an airport hotspot with this security solution, to what type of wireless attack is a user
susceptible?

A. Wi-Fi phishing

B. Management interface exploits

C. UDP port redirection

D. IGMP snooping

Correct Answer: A
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