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QUESTION 1

What software and hardware tools are used in the process performed to hijack a wireless station from the authorized
wireless network onto an unauthorized wireless network? 

A. A low-gain patch antenna and terminal emulation software 

B. MAC spoofing software and MAC DoS software 

C. RF jamming device and a wireless radio card 

D. A wireless workgroup bridge and a protocol analyzer 

Correct Answer: C 

 

QUESTION 2

You have a Windows laptop computer with an integrated, dual-band, Wi-Fi compliant adapter. Your laptop computer has
protocol analyzer software installed that is capable of capturing and decoding 802.11ac data. What statement best
describes the likely ability to capture 802.11ac frames for security testing purposes? 

A. Integrated 802.11ac adapters are not typically compatible with protocol analyzers in Windows laptops. It is often best
to use a USB adapter or carefully select a laptop with an integrated adapter that will work. 

B. Laptops cannot be used to capture 802.11ac frames because they do not support MU-MIMO. 

C. Only Wireshark can be used to capture 802.11ac frames as no other protocol analyzer has implemented the proper
frame decodes. 

D. All integrated 802.11ac adapters will work with most protocol analyzers for frame capture, including the Radio Tap
Header. 

E. The only method available to capture 802.11ac frames is to perform a remote capture with a compatible access
point. 

Correct Answer: A 

 

QUESTION 3

While seeking the source of interference on channel 11 in your 802.11n WLAN running within 2.4 GHz, you notice a
signal in the spectrum analyzer real time FFT display. The signal is characterized with the greatest strength utilizing only
1-2 megahertz of bandwidth and it does not use significantly more bandwidth until it has weakened by roughly 20 dB. At
approximately -70 dB, it spreads across as much as 35 megahertz of bandwidth. What kind of signal is described? 

A. A high-power ultra wideband (UWB) Bluetooth transmission. 

B. A 2.4 GHz WLAN transmission using transmit beam forming. 

C. A high-power, narrowband signal. 

D. A deauthentication flood from a WIPS blocking an AP. 
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E. An HT-OFDM access point. 

F. A frequency hopping wireless device in discovery mode. 

Correct Answer: C 

 

QUESTION 4

The IEEE 802.11 Pairwise Transient Key (PTK) is derived from what cryptographic element? 

A. PeerKey (PK) 

B. Group Master Key (GMK) 

C. Key Confirmation Key (KCK) 

D. Pairwise Master Key (PMK) 

E. Phase Shift Key (PSK) 

F. Group Temporal Key (GTK) 

Correct Answer: D 

 

QUESTION 5

XYZ Company has recently installed a controller-based WLAN and is using a RADIUS server to query authentication
requests to an LDAP server. XYZ maintains user-based access policies and would like to use the RADIUS server to
facilitate network authorization. What RADIUS feature could be used by XYZ to assign the proper network permissions
to users during authentications? 

A. RADIUS can reassign a client\\'s 802.11 association to a new SSID by referencing a username-to-SSID mapping
table in the LDAP user database. 

B. The RADIUS server can support vendor-specific attributes in the ACCESS-ACCEPT response, which can be used for
user policy assignment. 

C. The RADIUS server can communicate with the DHCP server to issue the appropriate IP address and VLAN
assignment to users. 

D. RADIUS can send a DO-NOT-AUTHORIZE demand to the authenticator to prevent the STA from gaining access to
specific files, but may only employ this in relation to Linux servers. 

Correct Answer: B 
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