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QUESTION 1

The IEEE 802.11 Pairwise Transient Key (PTK) is derived from what cryptographic element? 

A. PeerKey (PK) 

B. Group Master Key (GMK) 

C. Key Confirmation Key (KCK) 

D. Pairwise Master Key (PMK) 

E. Phase Shift Key (PSK) 

F. Group Temporal Key (GTK) 

Correct Answer: D 

 

QUESTION 2

You perform a protocol capture using Wireshark and a compatible 802.11 adapter in Linux. When viewing the capture,
you see an auth req frame and an auth rsp frame. Then you see an assoc req frame and an assoc rsp frame. Shortly
after, you see DHCP communications and then ISAKMP protocol packets. What security solution is represented? 

A. 802.1X/EAP-TTLS 

B. WPA2-Personal with AES-CCMP 

C. 802.1X/PEAPv0/MS-CHAPv2 

D. EAP-MD5 

E. Open 802.11 authentication with IPSec 

Correct Answer: E 

 

QUESTION 3

Joe\\'s new laptop is experiencing difficulty connecting to ABC Company\\'s 802.11 WLAN using 802.1X/EAP PEAPv0.
The company\\'s wireless network administrator assured Joe that his laptop was authorized in the WIPS management
console for connectivity to ABC\\'s network before it was given to him. The WIPS termination policy includes alarms for
rogue stations, rogue APs, DoS attacks and unauthorized roaming. What is a likely reason that Joe cannot connect to
the network? 

A. An ASLEAP attack has been detected on APs to which Joe\\'s laptop was trying to associate. The WIPS responded
by disabling the APs. 

B. Joe configured his 802.11 radio card to transmit at 100 mW to increase his SNR. The WIPS is detecting this much
output power as a DoS attack. 

C. Joe\\'s integrated 802.11 radio is sending multiple Probe Request frames on each channel. 
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D. Joe disabled his laptop\\'s integrated 802.11 radio and is using a personal PC card radio with a different chipset,
drivers, and client utilities. 

Correct Answer: D 

 

QUESTION 4

ABC Company is an Internet Service Provider with thousands of customers. ABC\\'s customers are given login
credentials for network access when they become a customer. ABC uses an LDAP server as the central user credential
database. ABC is extending their service to existing customers in some public access areas and would like to use their
existing database for authentication. How can ABC Company use their existing user database for wireless user
authentication as they implement a large-scale WPA2Enterprise WLAN security solution? 

A. Implement a RADIUS server and query user authentication requests through the LDAP server. 

B. Mirror the LDAP server to a RADIUS database within a WLAN controller and perform daily backups to synchronize
the user databases. 

C. Import all users from the LDAP server into a RADIUS server with an LDAP-to-RADIUS conversion tool. 

D. Implement an X.509 compliant Certificate Authority and enable SSL queries on the LDAP server. 

Correct Answer: A 

 

QUESTION 5

After completing the installation of a new overlay WIPS for the purpose of rogue detection and security monitoring at
your corporate headquarters, what baseline function MUST be performed in order to identify the security threats? 

A. Separate security profiles must be defined for network operation in different regulatory domains. 

B. WLAN devices that are discovered must be classified (rogue, authorized, neighbor, etc.) and a WLAN policy must
define how to classify new devices. 

C. Upstream and downstream throughput thresholds must be specified to ensure that service-level agreements are
being met. 

D. Authorized PEAP usernames must be added to the WIPS server\\'s user database. 

Correct Answer: B 
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