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QUESTION 1

What security vulnerability may result from a lack of staging, change management, and installation procedures for
WLAN infrastructure equipment? 

A. The WLAN system may be open to RF Denial-of-Service attacks. 

B. Authentication cracking of 64-bit Hex WPA-Personal PSK. 

C. AES-CCMP encryption keys may be decrypted. 

D. WIPS may not classify authorized, rogue, and neighbor APs accurately. 

Correct Answer: D 

 

QUESTION 2

The Aircrack-ng WLAN software tool can capture and transmit modified 802.11 frames over the wireless network. It
comes pre-installed on Kali Linux and some other Linux distributions. Which one of the following would not be a suitable
penetration testing action taken with this tool? 

A. Auditing the configuration and functionality of a WIPS by simulating common attack sequences. 

B. Transmitting a deauthentication frame to disconnect a user from the AP. 

C. Cracking the authentication or encryption processes implemented poorly in some WLANs. 

D. Probing the RADIUS server and authenticator to expose the RADIUS shared secret. 

Correct Answer: D 

 

QUESTION 3

The IEEE 802.11 standard defined Open System authentication as consisting of two auth frames and two assoc frames.
In a WPA2-Enterprise network, what process immediately follows the 802.11 association procedure? 

A. 802.1X/ EAP authentication 

B. Group Key Handshake 

C. DHCP Discovery 

D. RADIUS shared secret lookup 

E. 4-Way Handshake 

F. Passphrase-to-PSK mapping 

Correct Answer: A 
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QUESTION 4

What EAP type supports using MS-CHAPv2, EAP-GTC or EAP-TLS for wireless client authentication? 

A. EAP-GTC 

B. PEAP 

C. EAP-TTLS 

D. LEAP 

E. H-REAP 

Correct Answer: B 

 

QUESTION 5

ABC Company has recently installed a WLAN controller and configured it to support WPA2-Enterprise security. The
administrator has configured a security profile on the WLAN controller for each group within the company (Marketing,
Sales, and Engineering). How are authenticated users assigned to groups so that they receive the correct security
profile within the WLAN controller? 

A. The RADIUS server sends the list of authenticated users and groups to the WLAN controller as part of a 4-Way
Handshake prior to user authentication. 

B. The WLAN controller polls the RADIUS server for a complete list of authenticated users and groups after each user
authentication. 

C. The RADIUS server sends a group name return list attribute to the WLAN controller during every successful user
authentication. 

D. The RADIUS server forwards the request for a group attribute to an LDAP database service, and LDAP sends the
group attribute to the WLAN controller. 

Correct Answer: C 
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