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QUESTION 1

The following numbered items show some of the contents of each of the four frames exchanged during the 4-way
handshake. 

1.

 Encrypted GTK sent 

2.

 Confirmation of temporal key installation 

3.

 ANonce sent from authenticator to supplicant 

4.

 SNonce sent from supplicant to authenticator, MIC included 

Arrange the frames in the correct sequence beginning with the start of the 4-way handshake. 

A. 1, 2, 3, 4 

B. 3, 4, 1, 2 

C. 4, 3, 1, 2 

D. 2, 3, 4, 1 

Correct Answer: B 

 

QUESTION 2

Many corporations configure guest VLANs on their WLAN controllers that allow visitors to have Internet access only.
The guest traffic is tunneled to the DMZ to prevent some security risks. In this deployment, what risk is still associated
with implementing the guest VLAN without any advanced traffic monitoring or filtering feature enabled? 

A. Intruders can send spam to the Internet through the guest VLAN. 

B. Peer-to-peer attacks can still be conducted between guest users unless application-layer monitoring and filtering are
implemented. 

C. Guest users can reconfigure AP radios servicing the guest VLAN unless unsecure network management protocols
(e.g. Telnet, HTTP) are blocked. 

D. Once guest users are associated to the WLAN, they can capture 802.11 frames from the corporate VLANs. 

Correct Answer: A 
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QUESTION 3

The IEEE 802.11 standard defined Open System authentication as consisting of two auth frames and two assoc frames.
In a WPA2-Enterprise network, what process immediately follows the 802.11 association procedure? 

A. 802.1X/ EAP authentication 

B. Group Key Handshake 

C. DHCP Discovery 

D. RADIUS shared secret lookup 

E. 4-Way Handshake 

F. Passphrase-to-PSK mapping 

Correct Answer: A 

 

QUESTION 4

While seeking the source of interference on channel 11 in your 802.11n WLAN running within 2.4 GHz, you notice a
signal in the spectrum analyzer real time FFT display. The signal is characterized with the greatest strength utilizing only
1-2 megahertz of bandwidth and it does not use significantly more bandwidth until it has weakened by roughly 20 dB. At
approximately -70 dB, it spreads across as much as 35 megahertz of bandwidth. What kind of signal is described? 

A. A high-power ultra wideband (UWB) Bluetooth transmission. 

B. A 2.4 GHz WLAN transmission using transmit beam forming. 

C. A high-power, narrowband signal. 

D. A deauthentication flood from a WIPS blocking an AP. 

E. An HT-OFDM access point. 

F. A frequency hopping wireless device in discovery mode. 

Correct Answer: C 

 

QUESTION 5

For which one of the following purposes would a WIPS not be a good solution? 

A. Enforcing wireless network security policy. 

B. Detecting and defending against eavesdropping attacks. 

C. Performance monitoring and troubleshooting. 

D. Security monitoring and notification. 

Correct Answer: B 
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