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QUESTION 1

EAP-TLS is used for 802.1X/EAP authentication on your WLAN. What must be installed on all client devices that
connect using this method?

A. RADIUS shared secret
B. RADIUS IP address
C. Certificate

D. EAP-TLS DLL

Correct Answer: C

QUESTION 2

What protocol is sometimes used to access a network or user directory by a RADIUS server instead of using an internal
user database?

A. DHCP
B. NTP
C. EAP
D. LDAP

Correct Answer: D

QUESTION 3

You have implemented an 802.11 security solution that requires certificates. What are you using?
A. WEP

B. WPA2-Enterprise

C. WPA-Personal

D. WPA2-Personal

Correct Answer: B

QUESTION 4
In what way are 802.11 channels defined?

A. By a high frequency and channel width
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B. By channel width alone
C. By a center frequency and channel width
D. By a low frequency and channel width

Correct Answer: B

QUESTION 5

You have configured a WLAN profile on a client computer for a hidden SSID network. The SSID operates in both 2.4
GHz and 5 GHz. The profile never connects or even attempts to connect. What is the most likely configuration error in
the profile or on the computer?

A. Wrong passphrase

B. Band selection is configured for 5 GHz-only

C. Wrong SSID

D. Band selection is configured for 2.4 GHz-only

Correct Answer: C
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