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QUESTION 1

When writing plays, tasks and playbooks, Ansible fully supports which high level language to describe these? 

A. YAML 

B. Python 

C. XML 

D. JSON 

Correct Answer: A 

This can be bit of a trick question. While Ansible Playbooks in this course are written in YAML, Ansible will accept plays,
tasks and playbooks in JSON, as JSON a subset of YAML. However, the preferred and fully supported method is
YAML. 

Reference: http://docs.ansible.com/ansible/YAMLSyntax.html 

 

QUESTION 2

A development team is using AWS CodeCommit to version control application code and AWS CodePipeline to
orchestrate software deployments. The team has decided to use a remote main branch as the trigger for the pipeline to
integrate code changes. A developer has pushed code changes to the CodeCommit repository, but noticed that the
pipeline had no reaction, even after 10 minutes. 

Which of the following actions should be taken to troubleshoot this issue? 

A. Check that an Amazon EventBridge rule has been created for the main branch to trigger the pipeline. 

B. Check that the CodePipeline service role has permission to access the CodeCommit repository. 

C. Check that the developer\\'s IAM role has permission to push to the CodeCommit repository. 

D. Check to see if the pipeline failed to start because of CodeCommit errors in Amazon CloudWatch Logs. 

Correct Answer: A 

When you create a pipeline from CodePipeline during the step-by-step it creates a CloudWatch Event rule for a given
branch and repo like this: 

{ 

"source": [ 

"aws.codecommit" 

], 

"detail-type": [ 

"CodeCommit Repository State Change" 
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], 

"resources": [ 

"arn:aws:codecommit:us-east-1:xxxxx:repo-name" 

], 

"detail": { 

"event": [ 

"referenceCreated", 

"referenceUpdated" 

], 

"referenceType": [ 

"branch" 

], 

"referenceName": [ 

"master" 

] 

} 

} 

https://docs.aws.amazon.com/codepipeline/latest/userguide/pipelines-trigger-source-repo-changes-console.html 

 

QUESTION 3

An application runs on Amazon EC2 instances behind an Application Load Balancer (ALB). A DevOps engineer is using
AWS CodeDeploy to release a new version. The deployment fails during the AlIowTraffic lifecycle event, but a cause for
the failure is not indicated in the deployment logs. 

What would cause this? 

A. The appspec. yml file contains an invalid script that runs in the AllowTraffic lifecycle hook. 

B. The user who initiated the deployment does not have the necessary permissions to interact with the ALB. 

C. The health checks specified for the ALB target group are misconfigured. 

D. The CodeDeploy agent was not installed in the EC2 instances that are pad of the ALB target group. 

Correct Answer: C 

This failure is typically due to incorrectly configured health checks in Elastic Load Balancing for the Classic Load
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Balancer, Application Load Balancer, or Network Load Balancer used to manage traffic for the deployment group. To
resolve the issue, review and correct any errors in the health check configuration for the load balancer. https://docs.aws.
amazon.com/codedeploy/latest/userguide/troubleshooting-deployments.html#troubleshooting-deployments-allowtraffic-
no-logs 

 

QUESTION 4

A company manages AWS accounts for application teams in AWS Control Tower. Individual application teams are
responsible for securing their respective AWS accounts. 

A DevOps engineer needs to enable Amazon GuardDuty for all AWS accounts in which the application teams have not
already enabled GuardDuty. The DevOps engineer is using AWS CloudFormation StackSets from the AWS Control
Tower management account. 

How should the DevOps engineer configure the CloudFormation template to prevent failure during the StackSets
deployment? 

A. Create a CloudFormation custom resource that invokes an AWS Lambda function. Configure the Lambda function to
conditionally enable GuardDuty if GuardDuty is not already enabled in the accounts. 

B. Use the Conditions section of the CloudFormation template to enable GuardDuty in accounts where GuardDuty is not
already enabled. 

C. Use the CloudFormation Fn. GetAtt intrinsic function to check whether GuardDuty is already enabled If GuardDuty is
not already enabled use the Resources section of the CloudFormation template to enable GuardDuty. 

D. Manually discover the list of AWS account IDs where GuardDuty is not enabled Use the CloudFormation Fn:
ImportValue intrinsic function to import the list of account IDs into the CloudFormation template to skip deployment for
the listed AWS accounts. 

Correct Answer: A 

This solution will meet the requirements because it will use a CloudFormation custom resource to execute custom logic
during the stack set operation. A custom resource is a resource that you define in your template and that is associated
with an AWS Lambda function. The Lambda function runs whenever the custom resource is created, updated, or
deleted, and can perform any actions that are supported by the AWS SDK. In this case, the Lambda function can use
the GuardDuty API to check whether GuardDuty is already enabled in each target account, and if not, enable it. This
way, the DevOps engineer can avoid deploying the stack set to accounts that already have GuardDuty enabled, and
prevent failure during the deployment. 

 

QUESTION 5

A company wants to deploy a workload on several hundred Amazon EC2 instances. The company will provision the
EC2 instances in an Auto Scaling group by using a launch template. 

The workload will pull files from an Amazon S3 bucket, process the data, and put the results into a different S3 bucket.
The EC2 instances must have least-privilege permissions and must use temporary security credentials. 

Which combination of steps will meet these requirements? (Select TWO.) 

A. Create an IAM role that has the appropriate permissions for S3 buckets. Add the IAM role to an instance profile. 

B. Update the launch template to include the IAM instance profile. 
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C. Create an IAM user that has the appropriate permissions for Amazon S3. Generate a secret key and token. 

D. Create a trust anchor and profile. Attach the IAM role to the profile. 

E. Update the launch template. Modify the user data to use the new secret key and token. 

Correct Answer: AB 

To meet the requirements of deploying a workload on several hundred EC2 instances with least-privilege permissions
and temporary security credentials, the company should use an IAM role and an instance profile. An IAM role is a way
to grant permissions to an entity that you trust, such as an EC2 instance. An instance profile is a container for an IAM
role that you can use to pass role information to an EC2 instance when the instance starts. By using an IAM role and an
instance profile, the EC2 instances can automatically receive temporary security credentials from the AWS Security
Token Service (STS) and use them to access the S3 buckets. This way, the company does not need to manage or
rotate any long-term credentials, such as IAM users or access keys. To use an IAM role and an instance profile, the
company should create an IAM role that has the appropriate permissions for S3 buckets. The permissions should allow
the EC2 instances to read from the source S3 bucket and write to the destination S3 bucket. The company should also
create a trust policy for the IAM role that specifies that EC2 is allowed to assume the role. Then, the company should
add the IAM role to an instance profile. An instance profile can have only one IAM role, so the company does not need
to create multiple roles or profiles for this scenario. Next, the company should update the launch template to include the
IAM instance profile. A launch template is a way to save launch parameters for EC2 instances, such as the instance
type, security group, user data, and IAM instance profile. By using a launch template, the company can ensure that all
EC2 instances in the Auto Scaling group have consistent configuration and permissions. The company should specify
the name or ARN of the IAM instance profile in the launch template. This way, when the Auto Scaling group launches
new EC2 instances based on the launch template, they will automatically receive the IAM role and its permissions
through the instance profile. The other options are not correct because they do not meet the requirements or follow best
practices. Creating an IAM user and generating a secret key and token is not a good option because it involves
managing long-term credentials that need to be rotated regularly. Moreover, embedding credentials in user data is not
secure because user data is visible to anyone who can describe the EC2 instance. Creating a trust anchor and profile is
not a valid option because trust anchors are used for certificate-based authentication, not for IAM roles or instance
profiles. Modifying user data to use a new secret key and token is also not a good option because it requires updating
user data every time the credentials change, which is not scalable or efficient. References: 

1: AWS Certified DevOps Engineer -Professional Certification | AWS Certification | AWS 

2: DevOps Resources -Amazon Web Services (AWS) 

3: Exam Readiness: AWS Certified DevOps Engineer -Professional : IAM Roles for Amazon EC2 -AWS Identity and
Access Management : Working with Instance Profiles -AWS Identity and Access Management : Launching an Instance
Using a Launch Template -Amazon Elastic Compute Cloud : Temporary Security Credentials -AWS Identity and Access
Management 
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