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QUESTION 1

Richard is working on a web app pen testing assignment for one of his clients. After preliminary 

information, gathering and vulnerability scanning Richard runs the SQLMAP tool to extract the database 

information. 

Which of the following commands will give Richard an output as shown in the screenshot? 

A. sqlmap –url http://quennhotel.com/about.aspx?name=1 –D queenhotel --tables 

B. sqlmap –url http://quennhotel.com/about.aspx?name=1 –dbs 

C. sqlmap –url http://quennhotel.com/about.aspx?name=1 –D queenhotel –T --columns 

D. sqlmap –url http://quennhotel.com/about.aspx?name=1 –database queenhotel –tables 

Correct Answer: A 

 

QUESTION 2
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ABC bank, a UK-based bank hired Anthony, to perform a penetration test for the bank. Anthony began performing
lookups on the bank\\'s DNS servers, reading news articles online about the bank, performing competitive intelligence
gathering, watching what times the bank employees come and go, and searching the bank\\'s job postings. What phase
of the penetration testing is Anthony currently in? 

A. Attack phase 

B. Post-attack phase 

C. Pre-attack phase 

D. Remediation phase 

Correct Answer: C 

 

QUESTION 3

Which of the following statements highlights the difference between a vulnerability assessment and a penetration test? 

A. A vulnerability assessment identifies and ranks the vulnerabilities, and a penetration test exploits the identified
vulnerabilities for validation and to determine impact. 

B. A vulnerability assessment focuses on low severity vulnerabilities and pen testing focuses on high severity
vulnerabilities. 

C. A vulnerability assessment requires only automated tools to discover the vulnerabilities whereas pen testing also
involves manual discovery of vulnerabilities. 

D. A vulnerability assessment is performed only on software components of an information system, whereas pen testing
is performed on all hardware and software components of the system. 

Correct Answer: A 

 

QUESTION 4

Which of the following policies states that the relevant application owner must authorize requests for additional access
to specific business applications in writing to the IT Department/resource? 

A. Special-Access Policy 

B. User Identification and Password Policy 

C. Personal Computer Acceptable Use Policy 

D. User-Account Policy 

Correct Answer: B 

 

QUESTION 5

Which one of the following log analysis tools is used for analyzing the server\\'s log files? 
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A. Performance Analysis of Logs tool 

B. Network Sniffer Interface Test tool 

C. Ka Log Analyzer tool 

D. Event Log Tracker tool 

Correct Answer: C 
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