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QUESTION 1

Stuart has successfully cracked the WPA-PSK password during his wireless pen testing assignment.
However, he is unable to connect to the access point using this password.

What could be the probable reason?

A. It is a rogue access point

B. The access point implements another layer of WEP encryption

C. The access point implements a signal jammer to protect from attackers

D. The access point implements MAC filtering

Correct Answer: D

QUESTION 2

Harold is a security analyst who has just run the rdisk /s command to grab the backup SAM file on a computer. Where
should Harold navigate on the computer to find the file?

A. %systemroot%\LSA

B. %systemroot%\repair

C. %systemroot%\system32\drivers\etc
D. %systemroot%\system32\LSA

Correct Answer: B

QUESTION 3

What are the 6 core concepts in IT security?
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A. Server management, website domains, firewalls, IDS, IPS, and auditing

B. Authentication, authorization, confidentiality, integrity, availability, and non-repudiation
C. Passwords, logins, access controls, restricted domains, configurations, and tunnels
D. Biometrics, cloud security, social engineering, DoS attack, viruses, and Trojans

Correct Answer: B

QUESTION 4

Which one of the following architectures has the drawback of internally considering the hosted services individually?
A. Weak Screened Subnet Architecture

B. "Inside Versus Outside" Architecture

C. "Three-Homed Firewall" DMZ Architecture

D. Strong Screened-Subnet Architecture

Correct Answer: C

QUESTION 5

Which of the following pen testing reports provides detailed information about all the tasks performed during penetration
testing?
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A. Client-Side Test Report
B. Activity Report

C. Host Report

D. Vulnerability Report

Correct Answer: A
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