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QUESTION 1

Identify the framework that comprises of five levels to guide agency assessment of their security programs and assist in
prioritizing efforts for improvement: 

A. Information System Security Assessment Framework (ISSAF) 

B. Microsoft Internet Security Framework 

C. Nortells Unified Security Framework 

D. Federal Information Technology Security Assessment Framework 

Correct Answer: D 

 

QUESTION 2

If a web application sends HTTP cookies as its method for transmitting session tokens, it may be vulnerable which of
the following attacks? 

A. Parameter tampering Attack 

B. Sql injection attack 

C. Session Hijacking 

D. Cross-site request attack 

Correct Answer: D 

 

QUESTION 3

Which one of the following 802.11 types has WLAN as a network support? 

A. 802.11b 

B. 802.11-Legacy 

C. 802.11n 

D. 802.11g 

Correct Answer: C 

 

QUESTION 4

Which of the following acts provides federal protections for personal health information held by covered entities and
gives patients an array of rights with respect to that information? 
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A. PCI-DSS 

B. SOX 

C. HIPAA 

D. GLBA 

Correct Answer: C 

 

QUESTION 5

Peter is working on a pen testing assignment. During the reconnaissance phase, Peter discovered that the client\\'s
SYSLOG systems are taken off for four hours on the second Saturday of every month for maintenance. He wants to
analyze the client\\'s web pages for sensitive information without triggering their logging mechanism. There are
hundreds of pages on the client\\'s website and it is difficult to analyze all the information in just four hours. What will
Peter do to analyze all the web pages in a stealthy manner? 

A. Use HTTrack to mirror the complete website 

B. Use WayBackMachine 

C. Perform reverse DNS lookup 

D. Search the Internet, newsgroups, bulletin boards, and negative websites for information about the client 

Correct Answer: A 
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