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QUESTION 1

John and Hillary works at the same department in the company. John wants to find out Hillary\\'s network password so
he can take a look at her documents on the file server. He enables Lophtcrack program to sniffing mode. John sends
Hillary an email with a link to Error! Reference source not found. What information will he be able to gather from this?
A. The SID of Hillary\\'s network account

B. The network shares that Hillary has permissions

C. The SAM file from Hillary\\'s computer

D. Hillary\\'s network username and password hash

Correct Answer: D

QUESTION 2

David is a penetration tester and he is attempting to extract password hashes from the Oracle database. Which of the
following utilities should Dave employ in order to brute-force password hashes from Oracle databases?

A. TNS
B. Orabf
C. Opwg
D. OAT

Correct Answer: B

QUESTION 3

External penetration testing is a traditional approach to penetration testing and is more focused on the servers,
infrastructure and the underlying software comprising the target. It involves a comprehensive analysis of publicly
available information about the target, such as Web servers, Mail servers, Firewalls, and Routers.
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Which of the following types of penetration testing is performed with no prior knowledge of the site?
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A. Blue box testing

B. White box testing
C. Grey box testing
D. Black box testing

Correct Answer: D

QUESTION 4
Amazon, an IT based company, conducts a survey on the usage of the Internet. They found that company employees

spend most of the time at work surfing the web for their personal use and for inappropriate web site viewing.
Management decide to block all such web sites using URL filtering software.

Website Blocked

User URL filtering Internet
software

How can employees continue to see the blocked websites?
A. Using session hijacking

B. Using proxy servers

C. Using authentication

D. Using encryption

Correct Answer: B

QUESTION 5

Lee has established a new startup where they develop android applications. In order to meet memory requirements of
the company, Lee has hired a Cloud Service Provider, who offered memory space along with virtual systems. Lee was
dissatisfied with their service and wanted to move to another CSP, but was denied as a part of the contract, which reads
that the user cannot switch to another CSP. What is this condition called?

A. Virtualization

B. Lock-in

C. Resource Isolation

D. Lock-up
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Correct Answer: B
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