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QUESTION 1

What are the 6 core concepts in IT security? 

A. Server management, website domains, firewalls, IDS, IPS, and auditing 

B. Authentication, authorization, confidentiality, integrity, availability, and non-repudiation 

C. Passwords, logins, access controls, restricted domains, configurations, and tunnels 

D. Biometrics, cloud security, social engineering, DoS attack, viruses, and Trojans 

Correct Answer: B 

 

QUESTION 2

Jeffry, a penetration tester in Repotes Solutions Pvt. Ltd., is facing a problem in testing the firewall. By consulting other
penetration testers and considering other penetration testing approaches, he was able to take critical decisions on how
to test the firewall; he was finally successful in testing the firewall for vulnerabilities. In which of the following sections of
penetration testing report will Jeffry mention the above situation? 

A. Timeline 

B. Evaluation purpose 

C. Assumptions 

D. System description 

Correct Answer: A 
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QUESTION 3

Arrange the WEP cracking process in the correct order: 

I. aireplay-ng -1 0 -e SECRET_SSID -a 1e:64:51:3b:ff:3e -h a7:71:fe:8e:d8:25 eth1 

II. aircrack-ng -s capture.ivs 

III. airmon-ng start eth1 

IV. 

airodump-ng --ivs --write capture eth1 

V.

 aireplay-ng -3 -b 1e:64:51:3b:ff:3e -h a7:71:fe:8e:d8:25 eth1 

A. 

IV-->I-->V-->III-->II 

B. 

III-->IV-->V-->II-->I 

C. 

III-->IV-->I-->V-->II 

D. 

IV-->I-->V-->III-->II 

Correct Answer: C 

 

QUESTION 4

A company identified critical vulnerability in its hyperconverged infrastructure that provides services such as computing,
networking, and storage resources in a single system. Also, the company identified that this vulnerability may lead to
various injection attacks that allow the attackers to execute malicious commands as the root users. The company
decided to immediately implement appropriate countermeasure to defend against such attacks. Which of the following
defensive mechanisms should the company employ? 

A. Data correlation 

B. Patch management 

C. Input validation 

D. Session management 

Correct Answer: C 
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QUESTION 5

Tecty Motors Pvt. Ltd. has recently deployed RFID technology in the vehicles which allows the car owner to unlock the
car with the exchange of a valid RFID signal between a reader and a tag. Jamie, on the other hand, is a hacker who
decided to exploit this technology with the aim of stealing the target vehicle. To perform this attack on the target vehicle,
he first used an automated tool to intercept the signals between the reader and the tag to capture a valid RFID signal
and then later used the same signal to unlock and steal the victim\\'s car. Which of the following RFID attacks Jamie has
performed in the above scenario? 

A. RFID cloning 

B. Replay attack 

C. DoS attack 

D. Power analysis attack 

Correct Answer: A 
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