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QUESTION 1

Match each WatchGuard Subscription Service with its function. 

Prevents accidental or unauthorized transmission of confidential information outside your network. (Choose one). 

A. Reputation Enable Defense RED 

B. Gateway / Antivirus 

C. Data Loss Prevention DLP 

D. Intrusion Prevention Server IPS 

E. APT Blocker 

Correct Answer: C 

Data Loss Prevention (DLP) watches for accidental and intentional breaches of private/sensitive data through an
organizational policy. Provides a library of over 200 rules to protect organization data and has the ability to parse over
30 different file formats including Microsoft Office formats and PDFs. 

Reference: http://www.tomsitpro.com/articles/network-security-solutions-guide, 2-866-6.html 

 

QUESTION 2

How is a proxy policy different from a packet filter policy? (Select two.) 

A. Only a proxy policy examines information in the IP header. 

B. Only a proxy policy uses the IP source, destination, and port to control network traffic. 

C. Only a proxy policy can prevent specific threats without blocking the entire connection. 

D. Only a proxy works at the application, network, and transport layers to examine all connection data. 

Correct Answer: CD 

C: Proxies can prevent potential threats from reaching your network without blocking the entire connection. 

D: A proxy operates at the application layer, as well as the network and transport layers of a TCP/IP packet, while a
packet filter operates only at the network and transport protocol layers. 

Incorrect: 

Not A: A packet filter examines each packet\\'s IP header to control the network traffic into and out of your 

network. 

Reference: Fireware Basics, Courseware: WatchGuard System Manager 10, page 95 
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QUESTION 3

Only 50 clients on the trusted network of your Firebox can connect to the Internet at the same time. What could cause
this? (Select one.) 

A. TheLiveSecurity feature key is expired. 

B. The device feature key allows a maximum of 50 client connections. 

C. The DHCP address pool on the trusted interface has only 50 IP addresses. 

D. The Outgoing policy allows a maximum of 50 client connections. 

Correct Answer: C 

 

 

QUESTION 4

When you configure the Global Application Control action, it is automatically applied to all policies. 

A. True 

B. False 

Correct Answer: B 

 

 

QUESTION 5

In the default Firebox configuration file, which policies control management access to the device? (Select two.) 

A. WatchGuard 

B. FTP 

C. Ping 

D. WatchGuard Web UI 

E. Outgoing 

Correct Answer: AD 
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