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QUESTION 1

Which statement is true concerning SSL termination? 

A. A virtual server that has both ClientSSL and ServerSSL profiles can still support cookie persistence. 

B. Decrypting traffic at the BIG-IP allows the use of iRules for traffic management, but increases the load on the pool
member. 

C. When any virtual server uses a ClientSSL profile, all SSL traffic sent to the BIG-IP is decrypted before it is forwarded
to servers. 

D. If a virtual server has both a ClientSSL and ServerSSL profile, the pool members have less SSL processing than if
the virtual server had only a ClientSSL profile 

Correct Answer: A 

 

QUESTION 2

Which statement is true concerning the default communication between a redundant pair of BIG-IP devices? 

A. Communication between the systems cannot be effected by port lockdown settings. 

B. Data for both connection and persistence mirroring are shared through the same TCP connection. 

C. Regardless of the configuration, some data is communicated between the systems at regular intervals. 

D. Connection mirroring data is shared through the serial fail-over cable unless network fail-over is enabled. 

Correct Answer: B 

 

QUESTION 3

Which is an advantage of terminating SSL communication at the BIG-IP rather than the ultimate web server? 

A. Terminating SSL at the BIG-IP can eliminate SSL processing at the web servers. 

B. Terminating SSL at the BIG-IP eliminates all UN-encrypted traffic from the internal network. 

C. Terminating SSL at the BIG-IP eliminates the need to purchase SSL certificates from a certificate authority. 

D. Terminating SSL at the BIG-IP eliminates the need to use SSL acceleration hardware anywhere in the network. 

Correct Answer: A 

 

QUESTION 4

Assume a BIG-IP has no NATs or SNATs configured. Which two scenarios are possible when client traffic arrives on a
BIG-IP that is NOT destined to a self-IP? (Choose two.) 
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A. If the destination of the traffic does not match a virtual server, the traffic will be discarded. 

B. If the destination of the traffic does not match a virtual server, the traffic will be forwarded based on routing tables. 

C. If the destination of the traffic matches a virtual server, the traffic will be processed per the virtual server definition. 

D. If the destination of the traffic matches a virtual server, the traffic will be forwarded, but it cannot be load-balanced
since no SNAT has been configured. 

Correct Answer: AC 

 

QUESTION 5

Assume a virtual server has a ServerSSL profile. What SSL certificates are required on the pool members? 

A. No SSL certificates are required on the pool members. 

B. The pool members?SSL certificates must only exist. 

C. The pool members?SSL certificates must be issued from a certificate authority. 

D. The pool members?SSL certificates must be created within the company hosting the BIG-IPs. 

Correct Answer: B 
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