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QUESTION 1

A client sends a request to a virtual server http://www.foo.com configured on the BIG-IP ASM System. The virtual server
has an HTTP class profile associated with Application Security enabled, all class filters set to match all, and a pool
consisting of foo.com members. The virtual server also has a default pool associated with it. When the client sends a
request for http://www.foo.com, this traffic will be forwarded to which of the following?

A. The fallback host

B. The default pool

C. The HTTP class profile pool

D. The request will be dropped

Correct Answer: C

QUESTION 2

Which of the following is not a feature of a standalone BIG-IP ASM System?
A. Attack signatures

B. Multiple pool members

C. Positive security model

D. Real-time traffic policy builder

E. Pre-defined security policy templates

Correct Answer: B

QUESTION 3

Which of the following statements are correct regarding Attack signatures? (Choose 2)
A. Attack signatures can apply to requests, responses, and parameters.

B. Attack signatures are the basis for positive security logic with the BIG-IP ASM System.

C. Any new Attack signature downloaded manually or automatically will be active and assigned directly to the security
policy.

D. Individual Attack signatures can be assigned to the security policy. Only Attack signature sets can apply to the
security policy.Individual Attack signatures can? be assigned to the security policy. Only Attack signature sets can apply
to the security policy.

Correct Answer: AD
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QUESTION 4

Which events are valid iRule events triggered by BIG-IP ASM processing? (Choose 2)
A. ASM_REQUEST BLOCKING

B. ASM_REQUEST ACCEPTED

C. ASM_REQUEST_VIOLATION

D. ASM_RESPONSE_BLOCKING

Correct Answer: AC

QUESTION 5

What are the best reasons for using the Deployment Wizard? (Choose 3)

A. Flow-level parameters checking is required.

B. The application encoding scheme needs to be determined by the BIG-IP ASM System.

C. Sufficient time is available to allow completely automated policy building based on observing live traffic.

D. The application platform must be protected against known attacks for the specific operating system, web server, and
database.

Correct Answer: BCD
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