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QUESTION 1

Tightening is a feature of which type of entity? 

A. Explicit URLs 

B. Attack signatures 

C. Flow login URLs 

D. Wildcard parameters 

Correct Answer: D 

 

QUESTION 2

Which events are valid iRule events triggered by BIG-IP ASM processing? (Choose 2) 

A. ASM_REQUEST_BLOCKING 

B. ASM_REQUEST_ACCEPTED 

C. ASM_REQUEST_VIOLATION 

D. ASM_RESPONSE_BLOCKING 

Correct Answer: AC 

 

QUESTION 3

Which of the following are default settings when using the Policy Builder to build a security policy based on the QA lab
deployment scenario? (Choose 2) 

A. All learned entities are placed in staging. 

B. Attack signatures are not placed in staging 

C. The security policy is placed in blocking mode 

D. Tightening is enabled only on file types and parameters. 

Correct Answer: BC 

 

QUESTION 4

When building a policy based on live traffic using the automated policy builder, which of the following elements will not
be taken into account when analyzing the traffic? 

A. The size of the response 
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B. The requested resource (URI) 

C. The response code from the web server 

D. The parameter values of static based parameters 

Correct Answer: A 

 

QUESTION 5

Which of the following is not a feature of a standalone BIG-IP ASM System? 

A. Attack signatures 

B. Multiple pool members 

C. Positive security model 

D. Real-time traffic policy builder 

E. Pre-defined security policy templates 

Correct Answer: B 
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