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QUESTION 1

A user is building a security policy using the Deployment Wizard and the Rapid Deployment application template. By
default, which settings will be applied to the security policy? (Choose 3) 

A. Data Guard will be enabled. 

B. The enforcement mode will be set to transparent. 

C. The encoding language will be set to auto detect. 

D. Wildcard tightening will be enabled on file types and parameters. 

E. The Attack signature set applied will be Generic Detection Signatures. 

Correct Answer: ABE 

 

QUESTION 2

Which of the following is correct regarding static parameters? 

A. A static parameter is stored in a frame cookie. 

B. A static parameter is pre-defined by the web application logic. 

C. A static parameter is learned only by using the Deployment Wizard. 

D. A static parameter is mapped once when creating the application flow model. 

Correct Answer: B 

 

QUESTION 3

A request is sent to the BIG-IP ASM System that generates a Length error violation. Which of the following length types
provides a valid learning suggestion? (Choose 3) 

A. URL 

B. Cookie 

C. Response 

D. POST data 

E. Query string 

Correct Answer: ADE 

 

QUESTION 4
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Which events are valid iRule events triggered by BIG-IP ASM processing? (Choose 2) 

A. ASM_REQUEST_BLOCKING 

B. ASM_REQUEST_ACCEPTED 

C. ASM_REQUEST_VIOLATION 

D. ASM_RESPONSE_BLOCKING 

Correct Answer: AC 

 

QUESTION 5

When we have a * wildcard entity configured in the File Type section with tightening enabled, the following may occur
when requests are passed through the policy. Which is the most accurate statement? 

A. File type violations will not be triggered. 

B. File type violations will be triggered and learning will be available based on these violations. 

C. File type entities will automatically be added to the policy (policy will tighten). 

D. File type violations will not be triggered and the entity learning section will be populated with file type
recommendations. 

Correct Answer: B 
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