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QUESTION 1

A security audit has determined that your web application is vulnerable to a cross-site scripting attack. Which of the
following measures are appropriate when building a security policy? (Choose 2)

A. Cookie length must be restricted to 1024 bytes.

B. Attack signature sets must be applied to any user input parameters.

C. Parameter data entered for explicit objects must be checked for minimum and maximum values.

D. Parameter data entered for flow-level parameters must allow some meta-characters but not others.

Correct Answer: BD

QUESTION 2

Which of the following mitigation techniques is based on anomaly detection? (Choose 2)
A. Brute force attack prevention

B. Cross-site request forgery prevention

C. Web scraping attack prevention

D. Parameter tampering prevention

Correct Answer: AC

QUESTION 3

Which of the following is not a feature of a standalone BIG-IP ASM System?
A. Attack signatures

B. Multiple pool members

C. Positive security model

D. Real-time traffic policy builder

E. Pre-defined security policy templates

Correct Answer: B

QUESTION 4

Which of the following does not pertain to protecting the Requested Resource (URI) element?
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A. File type validation

B. URL name validation

C. Domain cookie validation
D. Attack signature validation

Correct Answer: C

QUESTION 5

Which statement is correct concerning differences between BIG-IP ASM platforms?

A. The 3900 has more ports than the 6800.

B. The 3900 and 6800 have the same number of ports.

C. The 3900 and 6800 can support both the module and standalone versions of BIG-IP ASM.

D. The 3900 can support both module and standalone versions of BIG-IP ASM whereas the 6800 can support only the
module version of BIG-IP ASM.

Correct Answer: D
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