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QUESTION 1

Flow login allows for more granular protection of login and logout URLs within web applications. Which of the following
are components of flow login? (Choose 3) 

A. Schema 

B. Login URLs 

C. Login pages 

D. Attack signatures 

E. Access validation 

Correct Answer: BCE 

 

QUESTION 2

Which of the following is not a feature of a standalone BIG-IP ASM System? 

A. Attack signatures 

B. Multiple pool members 

C. Positive security model 

D. Real-time traffic policy builder 

E. Pre-defined security policy templates 

Correct Answer: B 

 

QUESTION 3

Which of the following storage type combinations are configurable in an ASM logging profile? 

A. Local and Syslog 

B. Local and Remote 

C. Remote and Syslog 

D. Remote and Reporting Server 

Correct Answer: B 

 

QUESTION 4
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Tightening is a feature of which type of entity? 

A. Explicit URLs 

B. Attack signatures 

C. Flow login URLs 

D. Wildcard parameters 

Correct Answer: D 

 

QUESTION 5

Which of the following statements are incorrect regarding protection of web services? (Choose 2) 

A. The BIG-IP ASM System checks to ensure web services use cookies. 

B. The BIG-IP ASM System parses XML requests and XML responses. 

C. The BIG-IP ASM System checks to ensure XML documents are well formed. 

D. The BIG-IP ASM System uses attack signatures to enforce negative security logic. 

E. The BIG-IP ASM System checks for XML syntax, schema validation, and WSDL validation. 

Correct Answer: AB 
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