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QUESTION 1

Which of the following is not a configurable parameter data type? 

A. Email 

B. Array 

C. Binary 

D. Decimal 

Correct Answer: B 

 

QUESTION 2

Which of the following protocol protections is not provided by the Protocol Security Manager? 

A. FTP 

B. SSH 

C. HTTP 

D. SMTP 

Correct Answer: B 

 

QUESTION 3

Which of the following statements are incorrect regarding protection of web services? (Choose 2) 

A. The BIG-IP ASM System checks to ensure web services use cookies. 

B. The BIG-IP ASM System parses XML requests and XML responses. 

C. The BIG-IP ASM System checks to ensure XML documents are well formed. 

D. The BIG-IP ASM System uses attack signatures to enforce negative security logic. 

E. The BIG-IP ASM System checks for XML syntax, schema validation, and WSDL validation. 

Correct Answer: AB 

 

QUESTION 4

There are many user roles configurable on the BIG-IP ASM System. Which of the following user roles have access to
make changes to ASM policies? (Choose 3) 
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A. Guest 

B. Operator 

C. Administrator 

D. Web Application Security Editor 

E. Web Application Security Administrator 

Correct Answer: CDE 

 

QUESTION 5

Which of the following does not pertain to protecting the Requested Resource (URI) element? 

A. File type validation 

B. URL name validation 

C. Domain cookie validation 

D. Attack signature validation 

Correct Answer: C 
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