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QUESTION 1

The Web Application Security Administrator user role can perform which of the following functions? (Choose 2) 

A. Modify HTTP class profiles 

B. Create new HTTP class profiles 

C. Create new Attack signature sets 

D. Assign HTTP class profiles to virtual servers 

E. Configure Advanced options within the BIG-IP ASM System 

Correct Answer: CE 

 

QUESTION 2

Which of the following does not pertain to protecting the Requested Resource (URI) element? 

A. File type validation 

B. URL name validation 

C. Domain cookie validation 

D. Attack signature validation 

Correct Answer: C 

 

QUESTION 3

A request is sent to the BIG-IP ASM System that generates a Length error violation. Which of the following length types
provides a valid learning suggestion? (Choose 3) 

A. URL 

B. Cookie 

C. Response 

D. POST data 

E. Query string 

Correct Answer: ADE 

 

QUESTION 4
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Tightening is a feature of which type of entity? 

A. Explicit URLs 

B. Attack signatures 

C. Flow login URLs 

D. Wildcard parameters 

Correct Answer: D 

 

QUESTION 5

Sensitive parameters is a feature used to hide sensitive information from being displayed in which of the following? 

A. Client request 

B. Server response 

C. GUI and logs of BIG-IP ASM System 

D. Configuration file of BIG-IP ASM System 

Correct Answer: C 
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