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QUESTION 1

When evaluating the Wireless Access Control CIS Control, which of the following systems needs to be tested? 

A. Log management system 

B. 802.1x authentication systems 

C. Data classification and access baselines 

D. PII data scanner 

Correct Answer: B 

 

QUESTION 2

Which of the following actions will assist an organization specifically with implementing web application software
security? 

A. Making sure that all hosts are patched during regularly scheduled maintenance 

B. Providing end-user security training to both internal staff and vendors 

C. Establishing network activity baselines among public-facing servers 

D. Having a plan to scan vulnerabilities of an application prior to deployment 

Correct Answer: D 

 

QUESTION 3

What is the relationship between a service and its associated port? 

A. A service closes a port after a period of inactivity 

B. A service relies on the port to select the protocol 

C. A service sets limits on the volume of traffic sent through the port 

D. A service opens the port and listens for network traffic 

Correct Answer: D 

 

QUESTION 4

According to attack lifecycle models, what is the attacker\\'s first step in compromising an organization? 

A. Privilege Escalation 
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B. Exploitation 

C. Initial Compromise 

D. Reconnaissance 

Correct Answer: D 

 

QUESTION 5

Scan 1 was taken on Monday. Scan 2 was taken of the same network on Wednesday. Which of the following findings is
accurate based on the information contained in the scans? 

A. The host located at 192.168.177.7 is no longer on the network 
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B. The host with MAC Address D8:50:E6:9F:EE:60 is no longer on the network 

C. The host located at 192.168.177.21 is a new host on the network 

D. The host with MAC Address D8:50:E6:9F:EE:60 had an IP address change 

Correct Answer: D 
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