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QUESTION 1

Which of the following is a reliable way to test backed up data? 

A. Verify the file size of the backup 

B. Confirm the backup service is running at the proper time 

C. Compare data hashes of backed up data to original systems 

D. Restore the data to a system 

Correct Answer: D 

 

QUESTION 2

What is a zero-day attack? 

A. An attack that has a known attack signature but no available patch 

B. An attack that utilizes a vulnerability unknown to the software developer 

C. An attack that deploys at the end of a countdown sequence 

D. An attack that is launched the day the patch is released 

Correct Answer: B 

 

QUESTION 3

An organization has implemented a control for Controlled Use of Administrative Privilege. The control requires users to
enter a password from their own user account before being allowed elevated privileges, and that no client applications
(e.g. web browsers, e-mail clients) can be run with elevated privileges. Which of the following actions will validate this
control is implemented properly? 

A. Check the log entries to match privilege use with access from authorized users. 

B. Run a script at intervals to identify processes running with administrative privilege. 

C. Force the root account to only be accessible from the system console. 

Correct Answer: B 

 

QUESTION 4

Which of the following can be enabled on a Linux based system in order to make it more difficult for an attacker to
execute malicious code after launching a buffer overflow attack? 

A. ASLR 
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B. Tripwire 

C. SUID 

D. Iptables 

E. TCP Wrappers 

Correct Answer: A 

 

QUESTION 5

To effectively implement the Data Protection CIS Control, which task needs to be implemented first? 

A. The organization\\'s proprietary data needs to be encrypted 

B. Employees need to be notified that proprietary data should be protected 

C. The organization\\'s proprietary data needs to be identified 

D. Appropriate file content matching needs to be configured 

Correct Answer: C 
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