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QUESTION 1

Based on the data shown below. 

Which wireless access point has the manufacturer default settings still in place? 

A. Starbucks 

B. Linksys 

C. Hhonors 

D. Interwebz 

Correct Answer: B 

 

QUESTION 2

John a network administrator at Northeast High School. Faculty have been complaining that although they can detect
and authenticate to the faculty wireless network, they are unable to connect. While troubleshooting, John discovers that
the wireless network server is out of DHCP addresses due to a large number of unauthorized student devices
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connecting to the network. Which course of action would be an effective temporary stopgap to secure the network until a
permanent solution can be found? 

A. Limit access to allowed MAC addresses 

B. Increase the size of the DHCP pool 

C. Change the password immediately 

D. Shorten the DHCP lease time 

Correct Answer: C 

 

QUESTION 3

Implementing which of the following will decrease spoofed e-mail messages? 

A. Finger Protocol 

B. Sender Policy Framework 

C. Network Address Translation 

D. Internet Message Access Protocol 

Correct Answer: B 

 

QUESTION 4

An organization is implementing a control for the Limitation and Control of Network Ports, Protocols, and Services CIS
Control. Which action should they take when they discover that an application running on a web server is no longer
needed? 

A. Uninstall the application providing the service 

B. Turn the service off in the host configuration files 

C. Block the protocol for the unneeded service at the firewall 

D. Create an access list on the router to filter traffic to the host 

Correct Answer: A 

 

QUESTION 5

A security incident investigation identified the following modified version of a legitimate system file on a compromised
client: 

C:\Windows\System32\winxml.dll Addition Jan. 16, 2014 4:53:11 PM 

The infection vector was determined to be a vulnerable browser plug-in installed by the user. Which of the
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organization\\'s CIS Controls failed? 

A. Application Software Security 

B. Inventory and Control of Software Assets 

C. Maintenance, Monitoring, and Analysis of Audit Logs 

D. Inventory and Control of Hardware Assets 

Correct Answer: B 
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