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QUESTION 1

After installing a software package on several workstations, an administrator discovered the software opened network
port TCP 23456 on each workstation. The port is part of a software management function that is not needed on
corporate workstations. Which actions would best protect the computers with the software package installed? 

A. Document the port number and request approval from a change control group 

B. Redirect traffic to and from the software management port to a non-default port 

C. Block TCP 23456 at the network perimeter firewall 

D. Determine which service controls the software management function and opens the port, and disable it 

Correct Answer: D 

 

QUESTION 2

Which of the following will decrease the likelihood of eavesdropping on a wireless network? 

A. Broadcasting in the 5Ghz frequency 

B. Using Wired Equivalent Protocol (WEP) 

C. Using EAP/TLS authentication and WPA2 with AES encryption 

D. Putting the wireless network on a separate VLAN 

Correct Answer: C 

 

QUESTION 3

If an attacker wanted to dump hashes or run wmic commands on a target machine, which of the following tools would he
use? 

A. Mimikatz 

B. OpenVAS 

C. Metasploit 

Correct Answer: C 

 

QUESTION 4

Which of the following is a reliable way to test backed up data? 

A. Verify the file size of the backup 
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B. Confirm the backup service is running at the proper time 

C. Compare data hashes of backed up data to original systems 

D. Restore the data to a system 

Correct Answer: D 

 

QUESTION 5

What tool creates visual network topology output and results that can be analyzed by Ndiff to determine if a service or
network asset has changed? 

A. Ngrep 

B. CIS-CAT 

C. Netscreen 

D. Zenmap 

Correct Answer: D 
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