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QUESTION 1

Which activity increases the risk of a malware infection?
A. Charging a smartphone using a computer USB port
B. Editing webpages with a Linux system

C. Reading email using a plain text email client

D. Online banking in Incognito mode

Correct Answer: A

QUESTION 2

An organization is implementing a control for the Limitation and Control of Network Ports, Protocols, and Services CIS
Control. Which action should they take when they discover that an application running on a web server is no longer
needed?

A. Uninstall the application providing the service

B. Turn the service off in the host configuration files

C. Block the protocol for the unneeded service at the firewall

D. Create an access list on the router to filter traffic to the host

Correct Answer: A

QUESTION 3

Which of the following is a responsibility of a change management board?
A. Reviewing log files for unapproved changes

B. Approving system baseline configurations.

C. Providing recommendations for the changes

D. Reviewing configuration of the documents

Correct Answer: B

QUESTION 4
An organization wants to test its procedure for data recovery. Which of the following will be most effective?

A. Verifying a file can be recovered from backup media
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B. Verifying that backup process is running when it should
C. Verifying that network backups can\\'t be read in transit
D. Verifying there are no errors in the backup server logs

Correct Answer: A

QUESTION 5

After installing a software package on several workstations, an administrator discovered the software opened network
port TCP 23456 on each workstation. The port is part of a software management function that is not needed on
corporate workstations. Which actions would best protect the computers with the software package installed?

A. Document the port number and request approval from a change control group

B. Redirect traffic to and from the software management port to a non-default port

C. Block TCP 23456 at the network perimeter firewall

D. Determine which service controls the software management function and opens the port, and disable it

Correct Answer: D
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