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QUESTION 1

An attacker is able to successfully access a web application as root using ` or 1 = 1 . as the password. The successful
access indicates a failure of what process? 

A. Input Validation 

B. Output Sanitization 

C. URL Encoding 

D. Account Management 

Correct Answer: A 

 

QUESTION 2

Which of the following should be measured and analyzed regularly when implementing the Secure Configuration for
Hardware and Software on Mobile Devices, Laptops, Workstations, and Servers CIS Control? 

A. How long does it take to identify new unauthorized listening ports on the network systems 

B. How long does it take to remove unauthorized software from the organization\\'s systems 

C. What percentage of the organization\\'s applications are using sandboxing products 

D. What percentage of assets will have their settings enforced and redeployed 

E. What percentage of systems in the organization are using Network Level Authentication (NLA) 

Correct Answer: D 

 

QUESTION 3

As part of a scheduled network discovery scan, what function should the automated scanning tool perform? 

A. Uninstall listening services that have not been used since the last scheduled scan 

B. Compare discovered ports and services to a known baseline to report deviations 

C. Alert the incident response team on ports and services added since the last scan 

D. Automatically close ports and services not included in the current baseline 

Correct Answer: B 

 

QUESTION 4

An organization is implementing a control for the Limitation and Control of Network Ports, Protocols, and Services CIS
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Control. Which action should they take when they discover that an application running on a web server is no longer
needed? 

A. Uninstall the application providing the service 

B. Turn the service off in the host configuration files 

C. Block the protocol for the unneeded service at the firewall 

D. Create an access list on the router to filter traffic to the host 

Correct Answer: A 

 

QUESTION 5

Which of the following is necessary for implementing and automating the Continuous Vulnerability Assessment and
Remediation CIS Control? 

A. Software Whitelisting System 

B. System Configuration Enforcement System 

C. Patch Management System 

D. Penetration Testing System 

Correct Answer: C 
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