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QUESTION 1

Which of the following is a benefit of stress-testing a network? 

A. To determine device behavior in a DoS condition. 

B. To determine bandwidth needs for the network. 

C. To determine the connectivity of the network 

D. To determine the security configurations of the network 

Correct Answer: A 

 

QUESTION 2

Which of the following will decrease the likelihood of eavesdropping on a wireless network? 

A. Broadcasting in the 5Ghz frequency 

B. Using Wired Equivalent Protocol (WEP) 

C. Using EAP/TLS authentication and WPA2 with AES encryption 

D. Putting the wireless network on a separate VLAN 

Correct Answer: C 

 

QUESTION 3

An organization has failed a test for compliance with a policy of continual detection and removal of malicious software
on its network. Which of the following errors is the root cause? 

A. A host ran malicious software that exploited a vulnerability for which there was no patch 

B. The security console alerted when a host anti-virus ran whitelisted software 

C. The intrusion prevention system failed to update to the newest signature list 

D. A newly discovered vulnerability was not detected by the intrusion detection system 

Correct Answer: C 

 

QUESTION 4

Which activity increases the risk of a malware infection? 

A. Charging a smartphone using a computer USB port 
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B. Editing webpages with a Linux system 

C. Reading email using a plain text email client 

D. Online banking in Incognito mode 

Correct Answer: A 

 

QUESTION 5

Which of the following is used to prevent spoofing of e-mail addresses? 

A. Sender Policy Framework 

B. DNS Security Extensions 

C. Public-Key Cryptography 

D. Simple Mail Transfer Protocol 

Correct Answer: A 
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