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QUESTION 1

What tool creates visual network topology output and results that can be analyzed by Ndiff to determine if a service or
network asset has changed?

A. Ngrep

B. CIS-CAT
C. Netscreen
D. Zenmap

Correct Answer: D

QUESTION 2

What could a security team use the command line tool Nmap for when implementing the Inventory and Control of
Hardware Assets Control?

A. Control which devices can connect to the network
B. Passively identify new devices

C. Inventory offline databases

D. Actively identify new servers

Correct Answer: D

QUESTION 3

Which of the following actions would best mitigate against phishing attempts such as the example below?
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A. Establishing email filters to block no-reply address emails
B. Making web filters to prevent accessing Google Docs

C. Having employee\\'s complete user awareness training
D. Recommending against the use of Google Docs

Correct Answer: C

QUESTION 4

An organization has implemented a control for Controlled Use of Administrative Privilege. The control requires users to
enter a password from their own user account before being allowed elevated privileges, and that no client applications
(e.g. web browsers, e-mail clients) can be run with elevated privileges. Which of the following actions will validate this
control is implemented properly?

A. Check the log entries to match privilege use with access from authorized users.

B. Run a script at intervals to identify processes running with administrative privilege.

C. Force the root account to only be accessible from the system console.

Correct Answer: B

QUESTION 5

Which of the following archiving methods would maximize log integrity?
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A. DVD-R

B. USB flash drive
C. Magnetic Tape
D. CD-RW

Correct Answer: A
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