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QUESTION 1

Mark works as a Network Administrator for NetTech Inc. The company has a Windows 2000 domain- based network.
Users report that they are unable to log on to the network. Mark finds that accounts are locked out due to multiple
incorrect log on attempts. What is the most likely cause of the account lockouts? 

A. Brute force attack 

B. SYN attack 

C. Spoofing 

D. PING attack 

Correct Answer: A 

 

QUESTION 2

SSL session keys are available in which of the following lengths? 

A. 64-bit and 128-bit. 

B. 40-bit and 64-bit. 

C. 128-bit and 1,024-bit. 

D. 40-bit and 128-bit. 

Correct Answer: D 

 

QUESTION 3

Which of the following statements about the availability concept of Information security management is true? 

A. It ensures that modifications are not made to data by unauthorized personnel or processes. 

B. It determines actions and behaviors of a single individual within a system. 

C. It ensures reliable and timely access to resources. 

D. It ensures that unauthorized modifications are not made to data by authorized personnel or processes. 

Correct Answer: C 

 

QUESTION 4

You work as a Network Administrator for NetTech Inc. The company wants to encrypt its e-mails. Which of the following
will you use to accomplish this? 
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A. IPSec 

B. PGP 

C. PPTP 

D. NTFS 

Correct Answer: B 

 

QUESTION 5

An organization monitors the hard disks of its employees\\' computers from time to time. Which policy does this pertain
to? 

A. Backup policy 

B. Network security policy 

C. Privacy policy 

D. User password policy 

Correct Answer: C 
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