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QUESTION 1

Which of the following formulas is used to determine the Single Loss Expectancy (SLE)? 

A. Single Loss Expectancy x Annualized Rate of Occurrence 

B. ALE before implementing safeguard + ALE after implementing safeguard + annual cost of safeguard 

C. ALE before implementing safeguard - ALE after implementing safeguard - annual cost of safeguar 

D. Asset Value x Exposure factor 

Correct Answer: D 

 

QUESTION 2

John works as a professional Ethical Hacker. He has been assigned a project to test the security of www.we-are-
secure.com. John wants to redirect all TCP port 80 traffic to UDP port 40, so that he can bypass the firewall of the We-
aresecure server. Which of the following tools will John use to accomplish his task? 

A. PsList 

B. Cain 

C. Fpipe 

D. PsExec 

Correct Answer: C 

 

QUESTION 3

Which of the following statements about IPSec are true? Each correct answer represents a complete solution. Choose
two. 

A. It uses Password Authentication Protocol (PAP) for user authentication. 

B. It uses Encapsulating Security Payload (ESP) for data confidentiality. 

C. It uses Internet Protocol (IP) for data integrity. 

D. It uses Authentication Header (AH) for data integrity. 

Correct Answer: BD 

 

QUESTION 4

Which of the following protocols work at the Application layer of an OSI model? Each correct answer represents a
complete solution. Choose three. 
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A. Secure Hypertext Transfer Protocol (S-HTTP) 

B. Address Resolution Protocol (ARP) 

C. Post Office Protocol version 3 (POP3) 

D. Trivial File Transfer Protocol (TFTP) 

Correct Answer: ACD 

 

QUESTION 5

Which of the following tools was developed by the FBI and is used for keystroke logging in order to capture encryption
keys and other information useful for deciphering transmissions? 

A. Alchemy Remote Executor 

B. Stealth Voice Recorder 

C. KeyGhost USB keylogger 

D. KeyGhost keylogger 

E. Magic Lantern 

Correct Answer: E 
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