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QUESTION 1

You work as a Network Auditor for XYZ CORP. The company has a Windows-based network. You use DumpSec as an
auditing and reporting program for security issues. 

Which of the following statements is true about DumpSec? (Choose three) 

A. It obtains the DACLs for the registry. 

B. It dumps user and group information. 

C. It collates the DACLs for the file system. 

D. It kills the running services in the Windows environment. 

Correct Answer: ABC 

DumpSec, a program launched by Somarsoft, is a security auditing and reporting program for Microsoft Windows. It
collates and obtains the permissions (DACLs) and audit settings (SACLs) for the file system, registry, printers, and
shares in 

a concise, readable format, so that holes in system security are readily apparent. DumpSec also dumps user, group,
and replication information, policies, as well as services (Win32) and kernel drivers loaded on the system. It can also
report 

the current status of services (running or stopped) in the Windows environment. 

Answer: D is incorrect. It cannot kill running services. It can only report the current status of services (running or
stopped) in the Windows environment. 

 

QUESTION 2

You are concerned about attackers simply passing by your office, discovering your wireless network, and getting into
your network via the wireless connection. 

Which of the following are NOT steps in securing your wireless connection? (Choose two.) 

A. Hardening the server OS 

B. Using either WEP or WPA encryption 

C. MAC filtering on the router 

D. Strong password policies on workstations. 

E. Not broadcasting SSID 

Correct Answer: AD 

Both hardening the server OS and using strong password policies on workstations are good ideas, but neither has
anything to do with securing your wireless connection. Answer: B is incorrect. Using WEP or WPA is one of the most
basic security steps in securing your wireless. 
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QUESTION 3

You have been assigned a project to develop a Web site for a construction company. You have to develop a Web site
and want to get more control over the appearance and presentation of your Web pages. You also want to increase the
ability to precisely specify the location and appearance of the elements on a page and create special effects. You plan
to use Cascading style sheets (CSS). You want to apply the same style consistently throughout your Web site. 

Which type of style sheet will you use? 

A. Internal Style Sheet 

B. External Style Sheet 

C. Inline Style Sheet 

D. Embedded Style Sheet 

Correct Answer: B 

To apply the same style consistently throughout your Web site you should use external style sheet. Cascading style
sheets (CSS) are used so that the Web site authors can exercise greater control on the appearance and presentation of
their 

Web pages. And also because they increase the ability to precisely point to the location and look of elements on a Web
page and help in creating special effects. 

Cascading Style Sheets have codes, which are interpreted and applied by the browser on to the Web pages and their
elements. 

There are three types of cascading style sheets. 

External Style Sheets 

Embedded Style Sheets 

Inline Style Sheets 

External Style Sheets are used whenever consistency in style is required throughout a Web site. A typical external style
sheet uses a .css file extension, which can be edited using a text editor such as a Notepad. 

Embedded Style Sheets are used for defining styles for an active page. 

Inline Style Sheets are used for defining individual elements of a page. 

Reference: TechNet, Contents: Microsoft Knowledgebase, February 2000 issue PSS ID Number: Q179628 

 

QUESTION 4

Which of the following statements about a session are true? (Choose two) 

A. The creation time can be obtained using the getSessionCreationTime() method of the HttpSession. 

B. The getAttribute() method of the HttpSession interface returns a String. 
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C. The time for the setMaxInactiveInterval() method of the HttpSession interface is specified in seconds. 

D. The isNew() method is used to identify if the session is new. 

Correct Answer: CD 

The setMaxInactiveInterval() method sets the maximum time in seconds before a session becomes invalid. The syntax
of this method is as follows: public void setMaxInactiveInterval(int interval) Here, interval is specified in seconds. The
isNew() method of the HttpSession interface returns true if the client does not yet know about the session, or if the client
chooses not to join the session. This method throws an IllegalStateException if called on an invalidated session. Answer
B is incorrect. The getAttribute(String name) method of the HttpSession interface returns the value of the named
attribute as an object. It returns a null value if no attribute with the given name is bound to the session. This method
throws an IllegalStateException if it is called on an invalidated session. Answer: A is incorrect. The creation time of a
session can be obtained using the getCreationTime() method of the HttpSession. 

 

QUESTION 5

You work as the Network Administrator for XYZ CORP. The company has a Unix-based network. You want to see the
local device files or \\'links to device files\\' for a non-standard device driver. 

Which of the following Unix configuration files should you use to accomplish the task? 

A. profile 

B. /etc/bootptab 

C. /dev/MAKEDEV 

D. /etc/aliases 

Correct Answer: C 

In Unix, the /dev/MAKEDEV file is used by system administrators for local device files or links to device filesfor a non-
standard device driver. 

Answer: A is incorrect. In Unix, the profile file stores the system wide environment and startup script program. 

Answer: D is incorrect. In Unix, the /etc/aliases file is where the user\\'s name is matched to a nickname fore-mail. 

Answer: B is incorrect. In Unix, the /etc/bootptab/ file contains the configuration for the BOOTP server daemon. 
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